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Konnenuus
HH(pOPMAHOHHOI Ge30macHocTH HH(OPMALHOHHBIX CHCTEM
NEPCOHAJIBHBIX NAHHBIX B MYHHIMIAIbHOM ABTOHOMHEOM
AOUIKOJBHOM 00Pa30BaTEIbHOM YUPeKIeHHH AeTCKOM cagy Nel
«besnocnexxka» cr.IlepesiciioBekoii MYHHIHNIAJILHOIO 00pa3oBaHusl
bproxoBenkuii paiion

OIPEAEJEHUS

B HacTosmem fokymenTe ncnonssyrores CIIENYIOIIHE TEPMHUHEBL U HX OIpe/IeNIeHHs.

ABTOMATH3MPOBaHHASI CHCTeMa — CHCTEMa, COCTOALAas M3 IepcoHala M
KOMIIIEKCA CPENCTB aBTOMATH3AIMH €r0 AeATeTbHOCTH, peanusyromas uHpopMa-
[HOHHYIO TeXHOJIOTHIO BBINOIHEHHS YCTaHOBIEHHBIX (DYHKITHL.

AYTeRTHGHKALHS OTIPABHTENS JAHHBIX — [IONTBEPXKAEHHE TOTO, YTO OT-
TIPABUTEIIb [OTYYEHHBIX JAHHBIX COOTBETCTBYET 3asBIEHHOMY.

Be3onacHocTh nepcoHaNBHBIX AAHHBIX — COCTOSHEE 3aIHIIEHHOCTH [IEPCOo-
HAJIPHBIX NIaHHBIX, XapaKTepH3yeMOe CIIOCOGHOCTBIO TONb30BaTENeH, TeXHUYe KX
CPEACTB U HH(OPMAIHOHHEIX TEXHOJOIMH 06eCIIeYHTE KOH(UIEHITHAIILHOCTD, Iie-
JIOCTHOCTh M JIOCTYIHOCT NEPCOHAIBHEIX TAHHBIX IpH UX 00paboTke B MH(OpMa-
[IHOHHBIX CHUCTEMAX MEPCOHATBHbIX TAHHBIX.

Bromerpuyeckne mepconanbHbBIe  gaHHBIE — CBEJICHHSA,  KOTOpBIE
XapaKkTepU3YIOT (U3HONOIHYECKHE OCOBEHHOCTH 4YelOBeKa M Ha OCHOBE KOTOPBIX
MOXHO yCTaHOBUTB €T0 IMTHOCTb, BKJII0Yas HoTorpaduu, OTIedaTky maeleB, oOpas
CCTHATKH I1a3a, 0COOEHHOCTH CTPOEHHS TeNa H APYIYIo TOM00HY 0 HHOOPMAIIHIO.

bJiokupOBaHHe MEPCOHANBLHBIX AAHHBIX — BPEMEHHOE TpeKpalieHue coopa,
CHCTEMATH3ALNY, HAKOTICHHs, HCIONB30BAHMS, DacIpOCTPAHEHHS, IIEPCOHAIBHBIX
AaHHBIX, B TOM 4HCJIE UX IIEPENadH.

Bupyc (xomunbiotrepnsiii, NPOrpaMMHBIi) — HCIIONHAEMBIH MPOrpaMMHELA
KOA WM MHTEPHPETUPYeMBbId HabOp HHCTPYKUHMH, oONamarommil CBONHCTBAMH He-
CaHKIMOHUPOBAHHOIO  PACTIPOCTPAHEHHMS! M CAMOBOCHIPOM3BEICHHUs. CO3TaHHEIE
J{yOIIMKaTBl KOMIIBIOTEPHOIO BHpPYca HE BCerna COBIIAAIOT C OPHUTHHAIOM, HO CO-
XPaHsIOT CIOCOOHOCTh K JanbHeHImeMy PaclpoCTpaHEHHUI0 M CaMOBOCIIPOHM3BEIE-
HHIO. ‘

Bpenonocunas nporpamma — mporpamma, IpeAHa3HaYeHHas AJIS OCYILECTB-
JICHHS HECaHKIMOHUPOBAHHOTO JNOCTyNa W (WJIM) BO3EHCTBHA HA IIepCOHATBHEIS
AQHHEBIE WIH PECYPCEl HHPOPMAITHOHHOM CHCTEMBI [IEPCOHATBHBIX JAHHDIX.
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Benomorarenbusie Texuuueckne cpecTa 1 cHeTeMEI — TEXHUYECKHE Cpe/l-
CTBd M CHCTEMbl, HE Ipe/HA3HAYCHHEBIE IS IIepeadd, 00paboTku © XpaHeHws
TICPCOHATBHBIX IAHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKIMI CpeCTBaMu
¥ CHCTEMAaMH, MpeHA3HAYEHHBIMA A 0OPabOTKM NepCOHANBHBIX NAHHEX MM B
TMOMEIICHISIX, B KOTOPBIX YCTAaHOBIICHE! HHDOPMAITMOHHEIE CHCTEME TIEPCOHATBHEIX
JAHHBIX.

Hocryn B ONCPANHOHHYI0 Cpely KOMIbIOTepa (nadopmaunonHoii
CHCTEMBL MEPCOHANBHBIX /JAHHBIX) — I[OTYYCHHE BO3MOXKHOCTH 3allycka Ha
BBIIIOTTHCHUE INTAaTHBIX KOMaH[, (YHKLIMIA, NPOIENYp ONEPalMOHHON CHCTEeMBI
(YHHYTOXEHHS, KOMPOBAHKSI, TIEPEMCIIICHI M T.IL), HCHONHSEMbIX (aiiios
NPUKIAIHEIX IPOrPaMM.

Hoctyn k HHpOpMAIHE — BO3MOKHOCTE HOJIy4eHUs] MH(POPMALIUK U ee Hc-
ITOJIb30BaHHSL.

3aksago4ynoe yerpoiicTBo — dEMeHT CpEZCTBa CheMa HH(pOPMAIIHH, CKPHIT-
HO BHE/IpAEMEIH (3aKIabBAEMbIH HIIA BHOCHMEI}) B MeCTa BO3MOXXHOTO CheMa
HH(OpMaIm (B TOM YKCIIE B OrpaxKIeHHE, KOHCTPYKIIHIO, 000pyIOBaHUE, IPEIMETEI
HHTCpbEPa, TPAHCIIOPTHEIE CPEJICTBA, a TAKKE B TEXHUUYECKHE CPEIICTBa U CHCTEMBI
006paboTku HHPOPMAIHH).

3ammnmaeman undopmamus — HHpOpMAIWS, SIBIISFOIIAACS. TIPEAMETOM CO0-
CTBEHHOCTH M TOVICHKAIU2A 3allUTe B COOTBETCTBHH C TPeGOBAHHSAMU IIPaBOBBIX
AOKYMEHTOB WJTH TpeOOBAHUSIMH, YCTAHARITHBACMEIMHU COOCTBEHHIKOM MH(DOPMAITHH.

HUnenTadukanns — NprcBoeHre CyGheKTaM M 0ObEKTaM JIOCTyNa MJIEHTH-
uxaropa u (wm) cpasHeHue TIPEBSBIAEMOIO  HACHTH(HKATOpA C IepeyHeM
TIPUCBOCHHBIX HJIEHTU(DUKATOPOB.

HNudopmarusabiii caraan — INIEKTPUIECKHE CUTHAITEI, aKyCTHYECKHE, BIIeK-
TPOMArHUTHEIC M JpYTHe (H3MYECKUE TIONS, IO TIapaMeTpam KOTOPBIX MOXET OBITh
PacKpEITa KOH(HJIEHIMABHAS HHBOPMAIHS (TlepcoHaNbHBIe JanHble) oGpabark-
BacMast B HH(OPMAITHOHHOMH CHCTEMe NIePCOHANBHEIX TAHHEIX.

Hudopmauuonnas cucrema nepcoHanbHbIX  gauublx  (MCITAH) -
MHQOPMaIMOHHAS CHCTeMa, PEeACTABIAONAL co6oit COBOKYITHOCTH II€PCOHANBHBIX
AGHHBIX, CONCPXKAIIMXCSA B Oase NaHHBIX, a TaKKe MH(POPMALMOHHEIX TeXHOIOIHH 1
TOXHUFCCKUX  CPEJCTB, — NO3BOMMIIOIIMX  OCYNIECTBIATE  06pabOTKy — TaKux
TICPCOHATIEHBIX MaHHBIX C MWCIONIb30BAaHHEM CpEICTB AaBTOMATH3ALMH MWId 6e3
VICTIOJIb30BaHHKs TaKHX CPEJCTB.

Hnpopmannonnbie TeXHOIOTHH — TIPOLECCH, METOMBI HOHCKa, cOopa, xpa-
HEeHUsI, 00paboTKH, HPeIoCTaBIeHHS, pacrpocTpaHeHus HHOOPMALIMH M CIIOCOOEI
OCYIIECTBICHHS TaKUX IIPOLECCOB U METOJ[OB.

Hcnonb3oBaHHe nepcoHaNbHBIX JaHHBIX — JeUCTBHASA  (omepamuu) ¢
TICPCOHATLHBIMU NaHHBIMH, COBEPIIACMBIE OTIEPATOPOM B LIENSIX IPHHITHS PelleHHi
MM COBEPINCHHS WHBIX ACHCTBHH, MOPOXIAIOMMX FOPHAMYECKHE MOCHENCTBHI B
OTHOLIEHUH CyObeKTa IIepCOHATBHBIX JAHHBIX HIIH JPYTUX U JIHOO HHBIM obpazom
3aTparuBarolMX TpaBa U CBOOOABI CyOBEKTa MEepCOHANBHBIX NAHHEIX HIIH IpYTuX



JIHIL,

HcTounnk yrpossl GesomacHocrn undopmanun — cyGBeKT J0CTyIa, Mare-
PHATBHBIE O0BeKT WM (U3HYecKoe sBIeHue, SIBIBTIOIIMECH TPUYMHOM BO3HHKHO-
BEHHS YTPO3EI Oe30macHoCTH uHGOpMAaImy.

Kourposupyemas sona — npocrpascrso (TeppuTOpHs, 31aHUe, YACTh 31aHwMs,
TIOMeIlIeHHe), B KOTOPOM HCKITFOUEHO HCKOHTPOJIMpPYeMoe NpeObIBaHHe [IOCTOPOHHUX
JIAL, @ TAKKE TPAHCTIOPTHBIX, TEXHAYECKHX U HHBIX MATEPHAHBIX CpEICTB.

Konpuaennnanbuoersn HEePCOHANLHBIX IaHHBIX — 00s3aTeIIEHOE TS COBTO-
ACHHSL OICPaTOPOM WIIH MHBIM TIOMYYHBIIAM JOCTYT K [IEPCOHATIBHBIM JIAHHBIM
JMIIOM TpeOOBaHWe He IOMyCKATh WX pacripocTpaHenue 0e3 comracus cyObekTa
TIEPCOHATILHBIX NAHHBIX HJIHA HAITYHS MHOTO 3aKOHHOIO OCHOBAHISL.

MesxcereBoii s3xpan — OKaILEHOE (OZIHOKOMITOHEHTHOE) WM (hYHKIHOHATE-
HO-PACTIPE/ICNICHHOE POrPaMMHOE (IPOrpPaMMHO-AIIAPATHOE) CPEJICTBO (KOMILTEKC),
pea3yIoIee KOHTPONIb 3a MH(OpMAlMel, MocTymaromei B HH()OPMAIMOHHYIO
CHCTEMY IISPCOHANIGHBIX JNAHHBIX M (WIM) BBIXOMSIICH U3 UHPOPMALMOHHOH
CHCTEMEI,

Hapymurens GezonacHOCTH mepcoHaNBHBIX AaHHLIX — usigeckoe o,
CITy4aHHO MIIM TpeTHAMEPEHHO COBEPILIAIOLICE  JICUCTBHS, CIIE/ICTBHEM KOTOPBIX
ABIIACTCS. HapylleHWe Oe30MacHOCTH IMEePCOHATBHBIX NAHHBIX npu ux obpaborke
TeXHIICCKIMH CPEACTBAME B MH(OPMAIIMOHHBIX CHCTEMAX TIEPCOHATHHBIX JAHHBIX.

HeaBTomaTnsupoBanuas 06paboTka NepcoHANBHbBIX JaHHBIX — obpabotka
MEPCOHANBHBIX  NAHHBIX,  COLEPXKANIMXCA B  MHDOPMANMOHHON  cHCTeMe
TICPCOHANBHBIX NIAHHBIX JTHGO M3BNEYEHHBIX M3 TAKOH CHCTEMBI, CUHTAETCS
OCYIIECTBIEHHOMH Oe3 HCIIONB30BaHNA CpENCTB aBTOMATH3AIH
(HeaBTOMaTH3MPOBAHHOM), eciim TakHe NEHCTBHS C NICPCOHANBHBIMH JTaHHBIMH, KaK
MCIIONIb30BAHNE,  yTOYHEHHE, PAacIPOCTPAHEHHE, = YHUUTOXKEHHE II€pCOHATHHEIX
A@HHBIX B OTHOLIEHMH K&XIOr0 M3 CyOBEKTOB IIepCOHATBHEIX IaHHbIX,
OCYIIECTBIIIOTCS IPH HEOCPECTBEHHOM YYaCTHH Yell0BEKa.

HenexnapupoBannnie Bo3MOKHOCTH — (QyHKIMOHAIEHEIE  BO3MOYKHOCTH
CPCACTB  BBIMMCIUTENIBHON TEXHUKH, HE ONUCAHHLIE I He COOTBETCTBYIOIIHE
OIHCAHHBIM B IOKYMEHTALMH, [IPH UCTIOE30BAHUH KOTOPBIX BO3MOYKHO HapyIIeHue
KOH(MIIEHITHAILHOCTH, NOCTYITHOCTH WM  IeTOCTHOCTH obpabarbIBaeMoOil  HMH-
popmarum.

HecankumonupoBanuslii gocryn (HecaHKIHOHHPOBaHHBIE NEeHCTBHS) —
AOCTYN K HHQOPMAILMH WK JeHCTBHS ¢ HHYOpMAIHEH, HapyIIaroliye MpaBuiia pas-
TPAaHWYCHUS NOCTyIa C MCTIONB30BAHMEM IITATHBIX CPEACTB, MPEHOCTABIISEMBIX
MH(QOPMAIlMOHHEIME CHCTEMAMH TTePCOHATBHBIX TAHHbIX.

Hocurens uadopmannu — dusmuyeckoe muro wm MaTepHaIbHBIA 00BEKT, B
TOM YHCIe (QHU3MYECKOe ToNle, B KOTOPOM HH(DOPMALMS HAXOMHT CBOE OTpaKEHHE B
BHJI€ CMMBOJIOB, 00pa30B, CHTHAJIOB, TEXHMYECKHMX PELICHUH 1 IIPOLIECCOB, KOITH-
YCCTBEHHBIX XapaKTEPUCTUK (HU3MUECKHUX BEJIMYHH.

Obe3muHBaHHE NEPCOHANBHBIX AHHBIX — JEUCTBHS, B PE3YJIETATE KOTOPBIX



HCBO3MOXHO OIPEOCIIUTE TTPHHAIICKHOCTH NEPCOHAIBHEIX MNaHHBIX KOHKPETHOMY
CyOBEKTy NepCOHAIBHBIX JaHHBIX.

O6paboTka mepcoHaNBLHBIX JaHHBIX — ACHCTBHS (OIepaliui) ¢ TepCoHaIThb-
HBIMH JaHHBEIMH, BKJIIO49asi cOOp, CHCTEMAaTH3alllii0, HAKOIUIEHHE, XpaHeHHe, YTod-
HeHHe (0OHOBNIEHUE, U3MEHEHe), UCTIONB30BAHKE, PACIIPOCTPAHEHHE (B TOM UMCIIE
nepejady), obe3nMuuBaHHE, ONOKHUPOBAaHWE, YHMYTOXKEHHE II€PCOHABHBIX
JIaHHBIX.

O6menocTynnbie NepcoHaIbHbIE JaHHbIE — IIEPCOHAJIBHBIE JIAHHBIE, TOCTYII
HEOTPaHHYEHHOTO Kpyra JHMI K KOTOPBIM IMPENOCTAaBIeH C COMIAacHs CyObekTa
IIEPCOHATEHBIX JaHHBIX MM Ha KOTOPBIE B COOTBETCTBUH ¢ (eepaTbHBIMU 3aKOHAMU
HE pacIpocTpaHseTcs TpeboBaHre coONMoeHns KOHMUIEHIIHATTBHOCTH.

Onepatop (mepcoHaJBHBIX  [JaHHBIX) — TOCYOApPCTBEHHBIM  Opra,
MyHHULMIATEHEIA OpraH, IOpHAWYecKoe WK (DPU3MYECKOe JIUII0, OpraHu3yIoIlee U
(wm) ocymecTBIOmIee  0OpabOTKY TMEPCOHANBHBIX — JAHHBIX, a4 TaKKe
OIIPEAETSIOIINE LIENH U cofiepykaHie 00paboTKH epCOHAIBHBIX TaHHBIX.

Texnuueckue cpeacrea an)opMaunonﬂoii CHCTEMbI II€pPCOHAJbBHBIX
AQHHBIX — CPEJICTBA BEIYUCIATEIBHON TEXHUKH, HH()OPMAIIMOHHO-BBIYHACITHTEIBHBIE
KOMIUIEKCEl M CETH, CpEICTBA M CHUCTEMBI Iepefaud, mpuema M obpadorku [1/[u
(cpemcTBa W CHCTEMBI 3BYKO3AIHCH, 3BYKOYCHJICHHS, 3BYKOBOCIPOW3BEIICHHS, Tic-
PETOBOPHBIE M TEJIEBU3MOHHBIE YCTPOMCTBA, CPENCTBA H3TOTOBIICHMSI, THPAKHPO-
BaHUS JIOKYMEHTOB W JIpyIde TEeXHUYECKHe cpelicTBa 00pabOTKHM pedeBoi, rpadu-
9ecKol, BHAEO- U OyKBeHHO-LM(POBOM HH(OpMalnny), MporpaMMHBEIE CpENCcTBa
(omepanOHHBIE CHCTEMBI, CHCTEMBI YIIpaBIeHUS Oa3aMul JaHHBIX W T.IL.), CPEeICTBa
3aIlMTEl TH)OPMALMH, IPUMeHsIeMble B MH()OPMALTMOHHBIX CHCTEMaX.

IlepexBar (uHdopmanuu) — HeMpaBOMepHOE MONydeHHe HHGOPMAIMH C HC-
IIOJTE30BaHHEM TEXHHIECKOTO CPEJICTBA, OCYIISCTRISIONIET0 O0HAPYKEHUE, IIPHEM H
00paboTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBIE — M00as HHbOpPMAITH, OTHOCAMIANCS K OIpeaeleH-
HOMY WIH OIpeleseMOMY Ha OCHOBaHHMH Takoi mH(opManmu (QU3MYeCKOMY JIHILY
(cyOpekTy mepcoHambHBIX JaHHBIX ), B TOM YHCIE ero (haMuius, UMsA, OTYECTBO, IO,
MeCHIl, laTa ¥ MECTO POXKIACHHWS, aJpec, ceMelHoe, COlHalbHOe, UMYILECTBEHHOE
TToNIoKeHue, 06pazoBanue, mpodeccus, T0X0Ibl, Apyras HHPOpMaIHs.

ITo6ouHbIE 3JIEKTPOMArHuTHLIE H3JTYYEHHH H HaBOAKH —
OJIEKTPOMATrHUTHBIE M3NMYUYEHHA TCXHUYCCKUX CpPELACTB 06pa6OTKI/I 3aummaeMoi71
HH()OPMAINH, BO3HAKAIOIIME KaK TOOOYHOE SIBIIEHHE U BEI3BAHHBIE HIIEKTPUIECKHMH
CHTHallaMH, JIefICTByIOI_HHMH B HX JJICKTPHUYECKHX W MAarHMTHBIX LEIX, a4 TaKXe
SIEKTPOMATHUTHBIE HABOAKH OTUX CHICHAJIOB Ha TOKONPOBOAAINWE JIMHHH,
KOHCTPYKIIMH M LETH ITHTaHHs.

IMoauTHKA «YHCTOrO CTOJIA» — KOMILIEKC OpraHU3allMOHHBIX MepOl’IpH}ITHf;I,
KOHTPOIIUPYIOUIUMX OTCYTCTBHE 3allMCHIBAHWS Ha OyMa)KHbIE HOCHTENM KIIOYEH H
aTpuOyTOB mocTyma (TTaposieii) U XpaHeHUs UX BOIH3H 00BEKTOB JOCTyIIa.

IMoan3oBaTenb HHPOPMANHOHHOH CHCTEMBI IEPCOHANBHBIX JAHHBIX —
JHMIO, YyYacTBylomlee B  (QYHKUMOHUPOBAHWUM  HH(MOPMAITHOHHOH  CHCTEMEI



[IEPCOHANTBHBIX JIAHHBIX HITH UCIIONIB3YIOIIee Pe3yIbTaThl e (PyHKIHOHHPOBAHH.

IIpaBusia pasrpaHH¥eHHs AOCTYNa — COBOKYIHOCTH IIPaBHII, pPEIIaMEHTH-
PYIOIIUX IIpaBa A0CTyIa CYOBEKTOB JOCTYIa K 00BeKTaM J0CTyTIa.

IIporpammuas 3akJjiajika — KOJI IIPOrPaMMB], IIPEAHAMEPEHHO BHECCHHBIM B
IIPOrpaMMy C IIeTBI0 OCYIIECTBHTH YTEYKY, M3MEHHTh, OIOKHPOBATH, YHHUTOXKHTH
UHGOPMAIMIO WA YHHYTOXHTH ¥ MOAUG(UIUPOBATE IPOrpaMMHOE oOecredeHHe
HHGOPMAIMOHHON CHCTEMB! IIEPCOHANBHBIX AAHHBIX M (MIH) ONOKMpOBATEH arlma-
paTHbIe CPe/CTBA. :

IIporpamMmmHoe (MporpaMMHO-MaTeMaTHYECKOE) BO3/IeHCTBHE — HECAHKIIHO-
HMPOBAaHHOE BO3LEMCTBHE HA DPECypChl aBTOMATU3MPOBAHHOHM HMH(OPMAIMOHHOM
CHCTEMBI, OCYIIECTBIAEMOE C MCIIONB30BaHHEM BPEIOHOCHBIX IIPOTrPaMM.

PackpbiTHe TEPCOHANBHBIX MTAaHHBIX — YMBIIUIEHHOE MIH Clly4aiHoe
HapyIlIeHHEe KOHQHISHITMATFHOCTH ePCOHANBHEIX TaHHbIX.

PacnpocrpaHeHne MepcoOHANBHBIX JaHHBIX — JIEHCTBHS, HaNpaBICHHBIE HA
mepefiady IEPCOHANBHBIX [JAHHBEIX ONpeeNeHHOMY Kpyry nun (mepenada
TIEPCOHANBHEIX [JTaHHBIX) M Ha O3HAKOMIICHHE C II€PCOHATBHBIMHM ITaHHBIMH
HEeOTrpaHWIEHHOT0 Kpyra JIKII, B TOM YHcjIe 00HapoI0BaHHE NEPCOHANBHBIX TaHHBIX B
CpPEICTBAX  MacCOBOM  WH()OPMAIMH, pasMeEIleHHe B MH(QOPMAI[HOHHO-
TENEKOMMYHHKAI[MOHHBIX CETIX HIM IIPEeJOCTaBIeHHE TOCTyIla K MEePCOHATBHBIM
IaHHBIM KaKAM-JIAOO WHBIM CIIOCOOOM.

Pecypc mH(popManHoOHHOH cHETeMbl — HMEHOBAHHBIA 3JIEMEHT CHCTEMHOTO,
TIPUKIIaHOIO WIH anapaTHOTO obecriedeHus (bYHKIIMOHHPOBAHUSA
HHPOPMAITUOHHON CHCTEMEL.

ChnenuaJibHble KATEropMH TIEePCOHAJBHBIX [JaHHBIX — II€PCOHANIBHEIE
JaHHBIE, KACAIOIIMECS PACOBOW, HAIMOHANBHOM IIPHHAUIEKHOCTH, IMOIUTHIECKHX
B3MIAA0B, PEIUTHO3HEIX WM (uIocodCKkHx yOeKIeHHH, COCTOSHUS 3]0pOBBI H
MHTHMHOM KM3HH CYObEKTa IIepCOHAIBHBIX JaHHBIX.

CpeacrBa BHIMHCIHTEIbHOH TEXHHKH — COBOKYITHOCTD IIPOrpaMMHBIX H TEX-
HHUYECKHMX 3JIEMEHTOB CHUCTeM OOpabOTKH ITaHHBIX, CIIOCOOHBIX (DYHKIIMOHHPOBATH
CaMOCTOSITENIFHO WM B COCTABE JIPYTHUX CHCTEM.

Cy6bexT gocTyna (cyGbexT)— JULO WM MPOLECC, EHCTBHsI KOTOPOTO Per-
JAMEHTHUPYIOTCS IIpaBUIaMH pasrpaHUIeHUs JOCTYIIA.

TexHHYeCKHH KaHAJ yTedkdH HWH(pOpMauuu — COBOKYIIHOCTh HOCHTEILI HH-
dopmarmm (cpencTBa 06paGoTKu), (H3MUecKoil Cpebl PacIpoCTpaHeHus HH(pOp-
MATHBHOTO CHTHANA ¥ CPEJICTB, KOTOPEIMHU TOOBIBAeTCs 3alluiiaeMas HHpopMarus.

Tpancrpannynasi mepeiada  IEPCOHANBLHBIX  JaHHBIX —  I€pejada
IIepPCOHANBHEIX JIAHHBIX OIepaTopoM depes [0CynapcTBeHHYO IpaHuily POCCHHCKOH
Qepepauyy OpraHy BJIacTd HHOCTPAHHOIO TOCYIapcTBa, (GHU3HYEeCcKOMy WM
IOPHIHYECKOMY JIHIy HHOCTPaHHOTO TOCYAapCTBa.

Yrposbl 0e301aCHOCTH NMEPCOHAJTBHBIX IaHHBIX — COBOKYITHOCTE YCIIOBUH H
(haKTOPOB, CO3AAROIIMX ONACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM HHCIIC cITyJan-
HOIO, JOCTYNa K IEepCOHANILHBIM JIaHHBIM, PE3YIIBTaTOM KOTOPOTo MOXET CTdTh
YHUYTOJKEHHE, H3MEHEHHe, OIOKMpOBAaHKE, KOIMPOBAHWE, PacmpoCTpaHCHUS IIep-



COHAJILHBIX JIAHHBIX, 4 TAKXXe WHBIX HECAHKI[MOHWPOBAaHHBIX INEHCTBHI IIPH HX
00paboTre B HHMOPMAITIOHHON CHCTEME [TepCOHATHHBIX TAHHbIX.

VYHH4YTOXKEHHE MePCOHAJNBHBIX JAaHHBIX — JIEACTBUS, B PE3Y/IbTaTe KOTOPBIX
HEBO3MOJKHO BOCCTAQHOBHUTH COJIEpXKaHMe TMepCOHATBHBIX MAHHBIX B HHGOpMald-
OHHOM CHCTeMe MEPCOHATIBHBIX JAHHBIX WM B Pe3YJIbTare KOTOPHIX YHHUTOKAFOTCS
MaTepHaIbHbIE HOCUTEIIN IIEPCOHAIBHBIX JaHHBIX.

VYreuka (3amuimaemoii) unGopMalHi 10 TeXHHYECKHM KaHAaJIaM — HEKOH-
TPOJIMPYEMOE PACTIPOCTPAaHEHHE WH(OPMAITAA OT HOCHTENsI 3allfUIaeMoi HHGOop-
MaluK 4epe3 QH3MYECKYyI0 Cpely IO TEXHHUYECKOTO CPeICTBA, OCYILECTBISIOLICIO
nepexBar HHGOpMaIUK.

Yupexaenue — yupexaeHus 314paBoOXpaHeHNs, CONHaNbHON cdepsl, Tpyaa u
3aHATOCTH.

VYs13BUMOCTBh — Cc1ab0CTh B CPe/ICTBAX 3allUTEL, KOTOPYIO MOXXHO HCIIONIB30-
Barh JIJIs HAPYIIEHHsT CHCTEMBI HITH COIleprKalielicst B Hell HHpOopMalHu.

[enocTHocTs HHGOpMauH — CTIOCOOHOCTE CPEICTBA BEIYHCIHTENIBHOM TEXHHKH
WJTA AaBTOMATH3HPOBAHHOM CHUCTEMBI 00ecIeurBaTh HeM3MEeHHOCTE HH(OPMALUHK B
YCIOBUAX CITYYAHOTO W/HITH MPeHAMEPEHHOTO HCKaYKEeHHA (pa3pyILCHN).



OBO3HAYEHUS 1 COKPAIIEHUS

ABC — aHTHBHpYCHBIE CPENICTBA

APM — aBroMari3upoBaHHOE pabodee MECTO

BTCC — BcrioMorareibHbIe TEXHUYECKHE CPEICTBA K CHCTEMBI
NCI1]Tn — uadopMaoHHas CUCTEMA NEPCOHATBHBIX JTAHHBIX
K3 — xoHTpompyemas 30Ha

JIBC — noxasbHasi BEIYACIATENBHAS CETh

MD — MeXceTeBOM IKpaH

HCJI — HecaHKIMOHUPOBAHHBIHA JOCTYII

OC — onepaoHHas1 CUCTEMA

ITaH — mepcoHaTbHBIE JAaHHEIE

IIMB — nporpaMMHO-MareMaTi4ecKoe BO3IeHCTBIe

ITO — mporpaMMHOe oOecIeueHHE

TIOMMH — mo6oyHEIe 371eKTPOMarHUTHBIE U3Ty4eHHsI 1 HAaBOIKU
CA3 — cucreMa aHanu3a 3allAIeHHOCTH

C3U — cpejicTBa 3aIUThHL HHOOPMaIHK

C3I1Tu — cucreMa (mojicucTeMa) 3all[UThI IIEPCOHANBHBIX TaHHBIX
COB — cucTeMa 0OHapy>KeHHs. BTOPKEHUH

TKYU — TexHWYECKHE KaHAIBI YTeIKH HHQOpMALMU

VBIT/IH — yrpo3s! 6e30MacHOCTH EPCOHATBHBIX IaHHBIX
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BBEJEHWE

Hactosmas Konnenuus wundopmanunonnoit OesomacHoctn HCIT[Iw B
MYHUIUTIAIBHOM aBTOHOMHOM JIOTIIKOJIBHOM 00pa30BaTeTbHOM yUPEXKISHUH JIETCKOM
cany Nel «benocuexka» cr.llepescioBckoii MYyHHIIUIANBEHOTO 00pa3oBaHUA
bproxoserkuit paion (llamee - Vupexnaenwe), paspaborana MHHHCTEPCTBOM
3/IpaBOOXpPAaHEHUs] X COLWaNbHOro pasButus PO, sBnsercs oQHIMATILHBIM
JOKYMEHTOM, B KOTOpPOM OIIpeleNieHa CHCTeMa B3ILIIOB Ha obOecledeHne
“HGOPMAIIMOHHOM 0e30MacHOCTH YUpexXIeHHS.

HeobxomuMocts paspaborku KoHuemiud o0yclIOBICHA CTPEMHTEIbHBIM
pacmmperreM chepbl MPUMEHEHWS HOBEHIIMX HHMOPMAIMOHHBIX TEXHOJIOTHH H
TIPOIIECCOB B YUpEKIEHUIX, TpH 00paboTke HHbOpMaIii BOOOIIEe, U IIEPCOHAIBHBIX
JMAHHBIX B YaCTHOCTH.

Hacrosimmas Konuenuus ompezenseT OCHOBHBIE IeIM M 3afadd, a Takke
OOIIyIO CTpaTerrio TOCTPOEHHS CHCTEMBI 3aIlUTEI TepcoHanbHbIX NaHHbX (C3IL10H)
Vupexnenus. KoHIENIUS onpenenseT OCHOBHEIE TpeOoBaHMs U 0a30BbIe IIOAXO/bI K
WX peasiH3alliy, s JOCTHKeHUS TpedyeMoro ypoBHs 6e30I1acHOCTH HH()OpMaIHH.

Konmermus paspaboTaHa B COOTBETCTBHM C  CHUCTEMHBIM IIOXOAOM K
obecrnieveHuo uHGopMaoHHOH Ge3onacHocTH. CHCTEMHBIN TTOAXOM IIpearoIaraeT
TPOBEIeHWE KOMIUIEKCA MEpONpUATHH, BKIIOYAIOIIMX HCCICNOBAaHHME YIpo3
HH(DOPMAaIIMOHHON 0e30macHOCTH U pa3paboTKy cucTeMsbl 3amuThl [1]IH, ¢ mo3uiuu
KOMIUIEKCHOTO TPHMEHEHHs TEXHUYECKMX M OpraHW3allHOHHBEIX MEp M CPEICTB
3aIUTHI.

ITox wuH(pOpManuoHHOH Oe3zomacHocThi0 I1J[H MOHMMaercs 3allUINEHHOCTDH
NIEpCOHATBHBIX JaHHBIX W oOOpabarsBaromed UX HH(PACTPYKType OT moOBIX
CIly4aidHBIX WJIH 3IIOHAMEPEHHBIX BO3/IEHCTBHH, pe3ylbTaroM KOTOPBIX MOMKET
ABUTHCS HaHeceHHe yiepba camoil mHbopMaluy, ee BaageblaM (cyosexram I1/1H)
Wi HHEQpacTpykType. 3amaun  WHO)OPMAIMOHHOM 0e30IacHOCTH CcBOAATCH K
MUHMMH3AIMH yinepba OT BO3MOXHOH peanu3auuu yrpos OesomacHoctd II[IH, a
TaKe K IPOTHO3UPOBAHUIO U IPEOTBPAILEHHIO TAKUX BO3/IEHCTBUH.

KOHIIEMIHs CIy>KUT OCHOBOM JUIs pa3paboTKy KOMILIEKCA OPTaHH3aI[HOHHbIX U
TEXHHYECKHMX Mep 0 oOecledeHIo HHOPMaIMOHHON 0€30MacHOCTH Y YpeiKIeHHH,
a TaKXe HOPMATUBHBIX H METOAMYECKHX JOKYMEHTOB, OOECIIeYHBaIOIIUX €€
peaNu3anMio, U He MpejroiaraeT MOAMEHB (QYHKIMH TroCylapCTBEHHEIX OPraHOB
Bracty Pocculickoii ®@eneparmi, OTBedalomux 3a obeclicdeHMe Oe30macHOCTH
WH()OPMAIMOHHBIX TEXHOJIOTH U 3aIIUTy HH(QOPMAIIHH.

Konnenmuus sBaseTcss METOAOJIOTHYECKOH OCHOBOM JJIA:

(GopMUpOBaHKMS ¥ TPOBEACHHsS CIWHOM IIONUTHKH B 00MacTH obecnedeHust
6ezonacuaocty I1/Ia B UCIT/IH YupexaeHus,

NPUHATHS YIPaBIEHYECKHX PElIeHHH M pa3paboTKH MPaKTHYECKHX Mep IIO
BOILIOIICHHWIO TMONUTHKH OesomacHoctd IIJIlH ©®  BBIpaOOTKH  KOMILIEKCA
COITIAaCOBAaHHBIX Mep HOPMAaTHBHO-IIPaBOBOTO, TEXHOJIOTHIECKOTO "
OPraHM3alHOHHO-TEXHWYECKOTO  XapakTepa, HalpaBICHHBIX Ha  BBLABICHHE,
OTpakeHWe ¥ THKBHIALMIO OCIIEICTBII peanu3alyy pa3IuIHbX BuoB yrpos 11/1H;
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KOOP/(MHALMHA JEATEIBHOCTH CTPYKTYPHBIX MOApasJeNeHuil YUpeKIeHH IPH
npoBefeHHH pabor mo passutuo u okcmiyaramuu MCII[E ¢ cobmoneHueM
TpeGoBanuii obecneuenus 6ezonacuoct I1]H;

pa3spaGoTKM  TpeIOKeHHH  TI0  COBEPIIEHCTBOBAHMIO  IIPaBOBOIO,
HOPMATHBHOTO, METOIMYECKOTO, TEXHHIECKOTO M OpTaHM3al[MOHHOIO 00ecreueHns
6esonacuoctu [1/[a B UCIL{H Vupexnenus.

IIpasoBoit Gaszoit it paspaboTky HacTosumiel KOHUENH  CTy)Kar
TpeboBanusl jefficTByomMX B Poccuu  3aKOHONATENBHBIX M HOPMATMBHBIX
JIOKYMEHTOB 110 06eCTIedeHrIO Oe30MacHOCTH MIePCOHa/IbHBIX JanHbX (T1nH).
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1. O0mue mos1oKeHus

Hactostmas Konuemius ompenenser OCHOBHbIE e M 3ajadd, a Takke
OOIIIYIO CTPATErHIO OCTPOEHHS CHCTEMBI 3alUThI epcoHaNbHbIX HaHHbIX (C3T11H)
VYupexnenusi, B coorBerctBu ¢ Ilepeunem HMCII/In. Konuenims omnpenenser
OCHOBHBEIE TpeGoBaHWs U 0a30BBIE TOAXOIBl K MX pealn3allud, IS JOCTHXKCHHA
TpebGyeMoro ypoBHS 6e30IIacCHOCTH HH(MOPMAITHH.

C3I1/Ia npexacraBuser co00il COBOKYITHOCTh OpraHU3ALMOHHBIX M TeX-
HUYECKUX Meponpusatuil ang 3ammtel [[JIH oT HempaBOMEpPHOIO HIIM CIIy4aHHOIO
JMOCTyHa K HHM, YHWUYTOXEHWS, W3MEHEeHHs, ONOKMpOBaHWA, KOIMPOBAaHWs, pac-
npoctpanenus [1][H, a Takxe MHBIX HEITPABOMEPHBIX ACHCTBHUN C HAMH.

Be30omacHOCTs MEPCOHANBHEIX MAaHHBIX JOCTHTaeTCs IyTeM HCKIIOYEHH
HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CIy4alHOro, IOCTyIla K IE€PCOHAIbHBIM
JAHHBIM, pE3yIETaTOM KOTOPOTO MOXET CTaTh YHHUYTOXCHHE, H3MEHEHHE,
OI0KUpOBaHKE, KOTIMPOBaHUE, PACIPOCTPAHEHUE IIEPCOHAIBHBIX JAHHBEIX, 4 TaKKe
WHBIX HECAHKI[MOHUPOBAHHBIX JEHCTBHH.

Crpykrypa, coctaB u ocHOBHBEIe (ynKuun C3II/IH ompenensrorcs ucxolnd H3
kracca MCIT[Ta. C3IIJJH Brirodaer OpraHu3allMOHHBIE MEpPhl M TEXHHYECKHE
CpeICTBa 3aIlUTEH HHpOpMAnnH (B TOM 4HcIe MU(poBaibHbIe (KpUITOrpaduyecKue)
CPEelNCTBa, CpelcTBa IIPENOTBPAIEHHsS HECAHKIMOHHPOBAHHOIO MHOCTYMNa, YTEYKH
MH(OOPMALMH 0 TEXHHYECKUM KaHajlaM, TPOrpaMMHO-TEXHUYECKHX BO3IEHCTBHN Ha
TeXHHYEeCKHe cpenctBa obpaborku IIJ[H), a TakKe HCIOIB3yeMbIe B
HHOOPMaLMOHHON crucTeMe HH(POPMAI[MOHHBIE TEXHOJIOTUH.

DTH Mepsl IPU3BAHBI 00ECIIEUUTE:

KOH(UAeHUHAIbHOCTE HHQOpPManuy (3allMTa OT HECAHKIMOHHPOBAaHHOTO
03HAKOMJICHHS );

nejaocTHoeTs  HHGOpMAanMH  (aKTyaJbHOCTh M HENPOTHBOPEYHBOCTH
WHQOPMAIMH, €€ 3al[WIIeHHOCTh OT paspylIeHHs H HECAaHKIMOHUPOBAHHOIO
H3MEHEeHHS );

AOCTYnmHOeTh WHOOpMAIK (BO3MOXXHOCTE 3a MPHUEMIIEMOE BPEMsl MOILyIUTh

TpebyeMyr0 HHPOPMAIIMOHHYIO YCIYIY).

OpraHu3alMoHHBIe Mephl MpPeIyCMaTpHBAIOT CO3JaHHe U IIO[/IepIKaHHe
npaBoBoli 6asbl GesomacHoctd [I[lH u pa3paboTKy (BBeneHuwe B [eHCTBHE)
mpemycMoTpeHHbIX — Ilomurukodt — uHbopMmanumonHoif  Gesomachoctu — MCIIIH
CIIEYIOIIUX OPTraHu3al[MOHHO-PACIIOPAIUTENBHBIX JOKYMEHTOB!

[Lran MeponpuaTHii mo obecriedenuto 3aumtel I1J[H npu ux ob6paboTke B
WUCIIx;

IInan MepOIpHUATHIT 10 KOHTpOIMO obecredenys 3aumTs! [1/TH;

TIopsi7IoK pe3epBUpOBaHys W BoccTaHoBleHns pabotocnocobnoctu TC u I10,
6a3 nanusx 1 C3U;

JomkHocTHAS mHCTpyKims agmuarctparopa MCIIJIH B 9actu obecredeHHs
6e3omacroct I1][a mpm ux obpadorke B ICIT/IH;

JlomkHOCTHas WHCTpykims mnonssosatens VICII[ln B wacTé obecredeHHA
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6ezomacuocty [1/1a npu ux obpadorke B UCII[IH;

MHCTPYKIMSA TTOTb30BaTeNsI HHPOPMAIMOHHBIX CHCTEM IIEPCOHAIBHBIX TAHHBIX
no obecrneyeHuro OeszomacHOCTH 00paboTKM HEPCOHANBHBIX  JAaHHBIX  TIPH
BO3HUKHOBEHUH BHEIUTATHBIX CUTYALIMH

PexoMeHIAIMU II0 HKCIIONB30BAHHIO TPOTPAMMHBIX M AalllapaTHBIX CPENICTB
3aIUTEl HTHQOPMALIHH.

TexHHUECKHE MEPHI 3AIIUTHl PEaTU3yOTCA IPH MOMOIIM COOTBETCTBYIOIIMX
IIPOrPaMMHO-TEXHUUECKHAX CPEACTB H METOZIOB 3alHUTEL.

Ilepeders HeoOXOOMMBIX MeEp 3aIIMTBI HMH(OpPMAIMH ONpPENeNAeTcs Mo
pesyibTaraM BHyTpeHHeit nposepku 6e3onacnoctd MCIIn YupexaeHus.
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2. 3apauu C3I1/In

Ocuosuoit 1ienpto C3IIJIH sBiseTcs MUHHMM3AIMS yIiep0a OT BO3MOXHON
peanu3aIuu yrpo3 6ezonacHoctu [1/1H.

JInsg mOoCTHXKEHHMS OCHOBHOW 1enu cuctema OezomacHoctu [1/]n WCIIIH
TOJDKHA oOecriednBaTh 3G HEKTUBHOE PEIIEHHE CIEeIYIOLINX 3a1ay:

3alIATy OT BMelnarenbcTBa B mporecc (yrkuuonuposanus MCIIn
MOCTOPOHHKMX IHI[ (BO3MOXHOCTE Hcmonb3oBanus AC M JOCTyIl K ee pecypcaM
JODKHEI HMMETh TOJNBKO 3apErMCTPUPOBAHHBIC  YCTAHOBJIEHHBIM  IIOPSAIKOM
TIOJTE30BATEITH );

pasrpaHuyeHre JIOCTYIA 3aPErHCTPUPOBAHHEIX TONBE30BaTeNICH K allllapaTHEIM,
nporpaMMHEBIM U HH(opMarmoHHEIM pecypcam MCII/IH (BO3MOXHOCTE JOCTyIlA
TONEKO K TEM pecypcaM W BBITIONHEHMs TONBKO TEX ONepaluil ¢ HHUMH, KOTOPBIE
HEOOXOMUMEI KOHKpeTHBRIM Tonbs3oBatesnssM MCIIJlH 1nns  BBIIOIHEHHS CBOMX
CIIyKeOHBIX 00s3aHHOCTEH), TO €CTh 3aIXUTy OT HECAaHKI[HOHUPOBAaHHOTO JIOCTYyIIA:

1) x urdopmaru, upKynupyomeii B UCIIT/IH;

2) cpeactBam BerarcnuTenbHoM TexHukn MCIT/1H;

3) anmapaTHBIM, TNPOTPaMMHBIM H KPUNTOIpa@U4ecKHM CpPEICTBaM
3aImuThl, ucroib3dyeMbiM B UCILIH;

perucTpaniio NeHCTBUI MONb30BaTeNedl IpHM HKCIOIb30BAHHH 3allHIIAeMbIX
pecypcoe MCIIJITH B cHCTeMHBIX JKypHajzaX M IIEPHOAUYECKHH KOHTPOIB
KOPPEKTHOCTH ACUCTBHH IIONB30BATENIEd CHCTEMEBI IIyTEM aHamu3a COIAEPIKHMOIO
9THUX KYpPHAIOB;

KOHTPOIb [EJOCTHOCTH (o0ecredeHne HEM3MEHHOCTH) CpPelbl MCIONHEHUS
[IPOTPaMM H €€ BOCCTAHOBJIEHHUE B ClIydae HapyIICHHS,

3aIUTY OT HEeCAHKIHOHHPOBAHHOH MOAMGMUKAIIMHM M KOHTPOJb MEJOCTHOCTH
ucnons3yeMeix B VICII/IH mporpaMMHEIX CPEICTB, & TaKKe 3allMTy CHCTEMBI OT
BHEJIPEHHS HECAHKIMOHNPOBAHHBIX IIPOIPaMM;

sammTy IIJ[H OT yTeukw IO TEXHMYECKMM KaHalaM IIpu ee 00pabotke,
XpaHEeHUH U Tepeade o KaHallaM CBA3H;

samuTy I[J[H, XpaHuMo#, oOpabaTbiBaeMOH H IepeAaBacMoW IO KaHAIaM
CBSA3H, OT HECAHKITHOHUPOBAaHHOI'O Pas3MIAICHI HIIA HCKAXKEeHHUS,

obecIieueHre KUBYUECTH KPUIITOrpadUuecKuX CPeACTB 3allUThEl HHPOPMAIiH
IIPY KOMIIPOMETAITH YacTH KIFOYEBOX CHCTEMBI,

CBOEBPEMEHHOE BEISBICHHE HCTOYHHMKOB yrpo3 6esonacnoctu [T/IH, mpuunH 1
yCIIOBHH, cmocoGeTByromMX HaHeceHHIo ymepba cyObexram IT/lH, cospanue
MeXaHHU3Ma OIICpaTHBHOTO pearupoBaHusi Ha yrpossl OesomacHoctu II[H u
HETaTUBHBIE TeHIEHIIUH;

CO3LAHME YCIOBWMH I MUHHMM3AIMA W JIOKAIM3alHH HAHOCHMOTO ymiepba
HEeIIPABOMEPHBIMH JeHCTBUAMU (GU3MYECKUX M IOPHAMYECKHX JMIl, OciabieHne
HEraTHBHOIO BIMSHHUS W TUKBUIALMS IIOCIIEACTBUHA HapylIeHus 6€30MacHOCTH ImH.
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3.00beKThI 3alIHTHI
3.1. Ilepeuenb HHGOPMALHOHHBIX CHCTEM

B Vupexpenwn mpou3BOAUTCS 00pabOTKa IIEPCOHATBHBIX [JaHHBIX B
MH(QOPMAIIMOHHBIX CUCTEMa 06paboTKH TepcoHanbHbIX faHHbIX (MCITH).

IMepeuens MCIIJIH ompenensiercss Ha ocHoBaHMH OTdyeTa IO pe3ynbTaram
BHYTPEHHEH IIPOBEPKH.

3.2 IlepeyeHb 00BLEKTOB 3aIHThI

O6BeKTaMH 3alIATEL ARIAOTCS — HHpopMarws, odbpadarsiBaemas B CI1/IH, u
TeXHHYECKHE cpeacTBa ee 00paboTku M 3aumTsl. [lepeyens nepcoHanbHBIX NaHHEIX,
HoJUIeXAallMe 3alluTe, omnpeneieH B [lepeyHe MepCOHANBHBIX JaHHBIX, ITOISKAIINAX
samure B UCIT/L.

OOBeKTEI 3aIIUTHl BKIIFOYAKOT!

1) OGpabarsiBaemas HHOPMALIKS.

2) Texnonorudeckas HHQOPMAaIIHS.

3) [IporpaMMHO-TeXHUIECKIE CpefcTBa 00paboTKH.

4) Cpencraa 3amuTsl 11/1H.

5) Kanansl HHGOPMAIHOHHOTO 00MEHa M TEJIEKOMMYHUKAIIHH.

OO6BeKTH! ¥ IIOMEIEHNs], B KOTOPBIX pasMeleHs! komnoreHTs MCIL/IH.
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4. Knaccudurkauus noabsosaresed UCIIn

ITons3oBarenem VICII/IH sBISETCA JTHIO, YIACTBYIONIEE B (PyHKIIMOHUPOBAHHU
HHGOPMAIIMOHHOH CUCTEMBI IIEPCOHANIBHBIX JaHHBIX WIK UCIIONE3YIOIIee Pe3ybTaThl
ee ¢ynxmuonupoBanus. I[lomezoBarenem MCII[n sBusercs mo6oii COTpYAHHK
Vupexnenusi, umetomit noctyn k MCIIJ[H u ee pecypcam B COOTBETCTBHH C
YCTAHOBIEHHBIM TOPSAKOM, B COOTBETCTBHH C €T0  (yHKI[HOHAIbHBIMH
00s3aHHOCTAMHU.

IlonezoBarenu MCIT/IH nenaTcs Ha TPH OCHOBHEIE KaTETOPHH:

1) Apmunuctparop  MCII[Aa.  Corpymuukm — YupexaeHus,  KOTOpEIE
3aHMMAIOTCS ~ HAaCTPOMKOM, BHEAPEHHWEM U  COIPOBOXKIEGHUEM  CHCTEMBL.
Anvunauctparop UCIT/IH obnagaet cieaylomuM YPpOBHEM AOCTyIIa:

e obnmajaer mONHOW WHGpOpPMaNMed O CHUCTEMHOM M IPHKIAJHOM
nporpammaoMm obecriedernr MUCIIH;

e oOmamaeT mONHOW WHHOpMaNWe O TEXHMYECKUX CpeACcTBaX W
koHpurypamuu UCIT]1H;

® MMEET JOCTYIl KO BCEM TEXHHYECKHM cpeacTBaM o0paboTku
uHbopmanuu 1 qaunasM MCITH;

e obOmamaeT TpaBaMM ~ KOHQUIYPUPOBaHUS W aIMHUHHCTPATUBHOU
HacTpoiiku Texuudecknx cpencts MCI1/Ia.

2) IIporpammuct-pazpaborunk MCII[la. CorpynHuku VYUpexIeHHS WX
CTOPOHHHX OpraHW3alldif, KOTOphIe 3aHMMAKOTCH pPa3paboTKOH NporpaMMHOIO
obecneuenus. Pazpaborank MCIT/IH o6nagaet cneayonyM ypoBHEM JOCTYIIA:

e oOnamaer wHboOpManueil o6 anropuT™Max M IporpamMmax 006paboTkm
undopmanuu Ha MCI1/IH;

e 00NaaeT BO3MOXHOCTSMH BHECEHHS OINIMOOK, HENeKIapHpOBAHHBIX
BO3MOXHOCTEH, MPOrpaMMHBIX 3aKIaJOK, BPEIOHOCHBIX IIPOrpaMM B
nporpammuoe obecrmeuenne WCIIJI nHa cragum ee pa3paboTky,
BHEJIPEHUS U COIPOBOXKICHN;

® MOXET pacrojiarath JFOOBIMH (parMeHTaMu HHOOPMALUH O TOIOJIOTHH
UCTI[Jg u TexHWUecKHX cpencrtBax obOpaborku wu 3zamutel [I/1H,
obpabareiBaeMerx B UCII/IH.

3) Oneparop UCII{u.  CoTpymHMKH  THOApasfelieHud  YUpeKIeHHUs
yyacTeyronux B nponecce skcruryataipu UCITIH. Oneparop MCII[IH obmanaet
CIIeIyIOIAM YPOBHEM JOCTYIIA:

e o0namaer BCeMH HeOOXONMMBIMH arpubyTaMu (HampHMep, Mapoiem),
obecreunBaroIUMH TOCTYII K HEKOTOpOMY IoAMHoXKecTBY I1/1H;

e pacronaraer KOH(GUIEHIMATBPHEIMH OaHHBIMH, K KOTOPBEIM HMeeT
TOCTYII.

Kateropuu noms3oBareledl QODKHEL OBITH ompeneneHsl jng kaxaod MCILIn.
JlomxHOo OBITh YTOYHEHO pa3feleHHe COTPYAHHUKOB BHYTPDH KaTe€ropui, B
COOTBETCTBMM C THIAMH [ONk30Bareneii  ompeneneHHelMdH B IlomuTmke
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UHGOPMAIIMOHHOM 6€30TTacCHOCTH.

Bce BrIfBIEHHBIE TpyIIBl MoONb30Barenedl orpaxkarorcs B Orduere 10
pe3ynbsTaTaM BHYTpeHHed npoBepkd. Ha ocHoBanum Otdera onpenendrorcs IIpasa
noctyna k amemeHtam MCIIJIH 11 Bcex IpyIlll NOAb30BaTellell M OTPaXaroTcs B
Marpunie goctyna B .llomoxkeHMH © pasrpaHM4YeHHH IIpaB  JOCTyIa K
oOpabaTsiBaeMbIM MePCOHATBHBIM JaHHBIM

5. OcHoBHbIe TPHHIHNBI MOCTPOEHHS CHCTEMbI KOMILIEKCHOH 3aIHThI
uHpopManuu
IToctpoenne  cucteMsl obecmeueHust Gezomacnoctu [l MCII[I=
Vupexaenus u ee GyHKIIMOHUPOBAHHE JOJDKHBI OCYILIECTBIIATECSA B COOTBETCTBHH CO
CIIeTYFOIIUMH OCHOBHBIMH TIPHHIIAIIAMH:
3aKOHHOCTB;
CHCTEMHOCTB;
KOMILJIEKCHOCTB;
HeIIPepBIBHOCTE;
CBOEBPEMEHHOCTb;
IIPEEMCTBEHHOCTb U HEIIPEPHIBHOCTE COBEPIIIEHCTBOBAHHS,
[IepCOHANbHAS OTBETCTBEHHOCTE;
MHHHMH3AIHS TOITHOMOYHA;
B3aMMOJIEHCTBHE U COTPYAHHUIECTBO;
r'HOKOCTEL CHCTEMEBI 3aIITUTHI;
OTKPBITOCTE AJITOPUTMOB ¥ MEXaHHW3MOB 3allUTEI;
MIPOCTOTA IPHUMEHEHHS CPEJICTB 3aIHTEI;
Hay4Has 000CHOBaHHOCTP M TEXHHUYECKas Pealli3yeMOCTh;
crieraIn3anys ¥ npodeccHoHaII3M;
00s13aTeNIPHOCTh KOHTPOIIA.

5.1. 3akoHHOCTH

[Ipenmonaraer OCYIIECTBICHHE 3AlIATHBIX MEPONIPHATHH K pa3paboTKy
C3I1In YupeXmeHHS B COOTBETCTBHH C [EHCTBYIOIIMM 3aKOHONATEeIECTBOM B
obmactu 3ammrel [IJJH ¥ APYrMX HOPMATHBHBIX aKTOB II0 0e30IacHOCTH
uH(OpPMALKK, YTBEPKICHHLIX OpraHaMH rOCYJapCTBEHHOM BIAcTH M YIPABICHHS B
IIpe/eNIax uX KOMIIETeHIIHY.

[Tons3oBatenn u obcnyxusarommii nepcoran [1Jln MCITdu VYupexaeHus
JOJDKHEL GBITH OCBEZIOMIIEHBI O TOpsi/ike paboTHI ¢ 3auuiaeMoil HHGopManyeH u 06
OTBETCTBEHHOCTH 3a 3amuThl I1J1H.

5.2. CHCcTeMHOCTDb

Cuctemub# nomxof k moctpoeruro C3IIIH Yapexnenus npeamnonaraeT y4erT
BCEX B3aUMOCBS3aHHBIX, B3aMMOJEHCTBYIOIIUX M H3MEHSIOIIHXCS BO BpPEMCHH
5JIEMEHTOB, YCIOBHM H (DaKTOpOB, CYIIECTBEHHO 3HAYUMEIX M TOHMMaHUA U
pemrenus npobnemsl obecnederns GesomacHoctu ITx MCIIH YapexneHus.

[Ip¥ CO3JAHMH CHCTEMBI 3AlMTHl [O/KHBI YYHTEIBATBCS BCe Clabble H
Hanbonee ya3BUMBIE MecTa cucTeMEl obpaborku IIJ[H, a Takxke Xapakrep,
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BO3MOXKHBIE OOBEKTHI W HAIIPABIEHUS aTaK Ha CHCTEMY CO CTOPOHBI HapylIUTelei
(0coGeHHO BBICOKOKBaTH(HUITMPOBAHHEIX 37TOYMBIILUICHHHUKOB), IyTH IPOHHKHOBEHHS
B pacupezenennble cucteMbl U HCJl x unHbopmanumu. Cucrema 3alluThl JODKHA
CTPOHUTECS C YHETOM He TONBKO BCeX M3BECTHBIX KaHanoB mpoHukHOBeHHs W HCJ x
HHQOpPMAIK, HO M C YUeTOM BO3MOXKHOCTH TMOSBIEHHS IPUHIUIIHAIEHO HOBBIX
myTel peanmuzanuu yrpo3 6e30macHOCTH.

5.3. KoMmmiekcHOCTE

KoMIiekcHOe HKCITONB30BaHME METOAOB U CPEACTB 3allMTHl IIPEIIIONaraeT
COTNIaCOBaHHOE TNPHMEHEHHME Pa3HOPOIHBIX CPEICTB IIPH IOCTPOSHHH LEIOCTHOMH
CHCTEMBl 3alllMThl, IIEePEeKPBIBAIOIIEeH Bce CyIIeCTBEHHBIE (3HAa4YMMBIE) KaHaJIbI
peanu3aluyd yrpo3 M HE couepkamied ciaaOblXx MeCT Ha CThIKaX OTJENBHBIX €€
KOMIIOHEHTOB.

3amuTa JNOJDKHA CTPOUTHCS SIIENOHUpoBaHO. Mg KaxIoro KaHaja yTEUKH
uHGOpPMAIMK ¥ OII KaXIOW Yyrpo3sl Oe30MacHOCTH JODKHO —CyIIeCTBOBATH
HECKOJIBKO 3aIUTHBIX pyOexeit. Co3naHue 3alIUTHEIX pyOexel OCyIIecTBISETCA C
YY4ETOM TOTO, YTOOBI IS WX TPEOAONEeHHS IOTEHIHMAIBHOMY 3JI0yMBIIICHHUKY
TpeboBanuck IpodecCHOHANIBHBEIE HABBIKM B HECKOJIBKMX HEB3aHMOCBA3aHHBIX
o0macTsIx.

Bremmsas 3ammura OODKHAa OOecTedMBaThes (PU3MYECKHMMH CpEJICTBAMH,
OpraHH3allMOHHBIMH M TPaBOBEIMH Mepamu. OpHuM U3 Hanbonee yKpEeIIeHHBIX
pybexel IpuU3BaHEI OBITH CPEACTBA KPUIITOIpahHUUIECKOH 3alMThI, PeaIM30BAHHEIE C
ucrnons3oBanuem texHomoruu VPN. [IpuxiagHo#t ypoBeHb 3aIlUThI, YIHTHIBAOIIHMA
0COBGEHHOCTH TPeIMETHOM 00TacTH, IpeCTaBIieT BHYyTPeHHUH pyOesX 3alHThL

5.4. HenpepbiBHOCTH 3amuThl I /{H

3ammra IIJlH — He pa3oBOe MEPOIPHUATHE H HE IIPOCTas COBOKYyIHOCTh
IIPOBEAECHHBIX MEPONPHITHI U YCTAHOBIEHHBIX CPEICTB 3all[UThl, a4 HENpPEPHIBHBIM
IeJIeHaPaBIeHHBINA TPoIlece, MPEANOoNaraloliui IPUHATHE COOTBETCTBYIOIIHX MeEp
Ha Bcex 3Tanax xusHenHoro mukia UCIT/H.

HUCII/Iz momxHBI HaXOMHTECS B 3aIIUIICHHOM COCTOSHHH Ha IPOTSHKEHHU
BCEro BpeMeHM WX (YHKIMOHMPOBaHHA. B COOTBETCTBHHM C 3THM IPHUHITUIIOM
JIOJIKHBI TPUHUMAThCS Mephl 10 Henonymenuto nepexona MICIT/IH B HesaluIlleHHOS
COCTOSIHHE.

BonbmMHCTBY ~ (QU3WYecKWX U TEeXHHYECKHX CPEACTB  3allUTBl  JUIA
5} ()EKTHBHOTO BBIIOMHEHHS CBOMX (QYHKIMH HeoOXonuMa IOCTOSHHAS TEXHHYECKad
¥ OpraHM3alioHHas (aIMHHECTpAaTHBHAs) TOAJEpXkKa (CBOEBpeMEHHas CMEHa N1
obecriedeHre IPaBAIBHOIO XpaHEeHWs M I[IPUMEHEHHA HMEeH, MapojeH, KIHYeH
mubpoBaHus, TlepeonpenelieHne oTHOMouHi 1 T.11.). IlepepriBel B paboTe cpeicTs
3aI0UTEl MOIYT OBITh KCIIONBE30BAaHBl  3JOYMBIIUIEHHHKaMM U1  aHanms3a
[IPUMEHAEMBIX METONOB H CPEACTB 3allWThl, Ui BHEJPEHHs CIIeI[HalbHBIX
IIPOTPaMMHBIX H alllapaTHEIX "3aKIaJoK' U JPYrdX CPeCTB IIPEONOICHHUS CUCTEMBI
3aIMTHI TIOCIIE BOCCTAHOBICHHS €€ (PYHKIIMOHUPOBAHHS.
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5.5. CBoeBpeMeHHOCTh

IIpenmonaraeT YIpPEeXAAIOIMH XapakTep Mep obecnedenust 0e30MaCHOCTH
11, TO ecTh MOCTAHOBKY 3a/1ad 10 KOMILIEKCHOH 3aIluTe UCIIIa u peanu3aliuio
Mep obecneuenust GezomacHocTr I[1/lH Ha paHHHX CTaJHsX paspaborku WICII/IH B
IEJIOM ¥ €€ CHCTEMBI 3alllUThl HHPOPMAIIMH, B YaCTHOCTH.

Pa3pa6oTKa CHCTEMBI 3alUTHI JIOJDKHA BECTHCE NApaILIETBHO C pa3palboTKoH U
pasBHUTHEM CcaMoM 3allHIIaeMOd CHCTEMBL JTO IMO3BONHUT Y4ECTb TpeOOBaHHS
Ge3011acHOCTH TIpY [POEKTHPOBAHHH apXMTEKTYpPBl H, B KOHEYHOM CU€Te, CO3AaTh
6onee s(dexTrBHBIE (KaK [0 3aTpaTaM pecypcoB, TaK U I10 CTOMKOCTH) 3aIAIIECHHBIE
CHCTEMBL.

5.6. IlpeeMCTBEHHOCTH H COBEPIIIEHCTBOBAHHE

[MpenmonaraloT TOCTOSHHOE COBEPIICHCTBOBAHHE Mep H CPEACTB 3allHThHI
uHGOpPMAIIFH Ha OCHOBE IIPEEMCTBEHHOCTH OpPraHM3allMOHHBIX H TEXHHYECKHX
peleHwuii, KagpoBoro cocraea, aHanusa ysxunonuposanust VCII/IH u ee CHCTEMBI
3AIUTE ¢ Y4ETOM WM3MEHEHMH B METOJaX M CPEeICTBAaX IlepexBara MH(pOpMALHH,
HOPMATMBHBIX TpeOOBaHUM IO 3alMTe, MOOCTHIHYTOTO OTEYECTBEHHOIO H
3apy0eXHOTO0 OITBITa B 3TOM 06IaCTH.

5.7. llepcoHaLHAA OTBETCTBEHHOCTh

ITpenmonaraeT BO3IOKEHHE OTBETCTBEHHOCTH 3a obecredenue 06e30macHOCTH
[Iln u cucreMbl WX 00paloTKM Ha KaXJOro COTPyIHHKAa B IIpefenax ero
MOTHOMOYMH. B COOTBETCTBMHM C OTHM IIPHHIMIIOM paclpefie]ieHHe TIpaB H
00s3aHHOCTEH COTPYIHHMKOB CTPOMTCSI TakuM 00paszoM, YTOOBl B ciydae Jiroboro
HApyIIEeHHs KPYT BAHOBHHKOB OBIT Y€TKO H3BECTCH WIIH CBEIECH K MUHIUMYMY.

5.8. lIpuHOMT MHHUMH3AIHH 0JTHOMOYHH

OsHagaeT MpeIOCTaBICHWE MONb30BaTesIM MHHHMMAIGHBIX IIPaB [OCTyIa B
COOTBETCTBHH C IPOM3BOACTBEHHOW HEOOXOAMMOCTBIO, HA OCHOBE IIPHMHIIMIIA «BCE,
YTO HE pa3pelleHo, 3aIpeieHo».

Toctyn k ITJIH JOMKEH IPENOCTABISTHCS TOIBKO B TOM Clydac U 0OBeME,
ecaM 3TO HeOOXOAMMO COTPYIHHKY [UIS BBIIONTHEHHS €ro JIOIDKHOCTHBIX
00A3aHHOCTEH.

5.9. Bzaumopeicreue H COTPyAHHYECTBO

IIpenmonaraer co3maHue ONArompUATHON aTMOC(eEphl B KOIUIEKTHBaX
nompasnenenuit, obecmeguBaromux gAesrenbHocTs HWCIIIa  Vupexnends, s
CHIDKEHHS BEPOSTHOCTH BO3HHKHOBEHMS HETaTHBHBIX JEHCTBHM CBA3aHHBIX C
YeJIOBEUECKUM (aKTOPOM.

B Takoil 0OCTaHOBKE COTPYIHHKH JO/DKHBI OCO3HAHHO COOIIOnarh
YCTaHOBJIEHHBIE [IPABMJIA W OKA3BIBATH COAEHCTBHE B NEATENHHOCTH IOApas/eleHHi
TEeXHUUECKOH 3alUThl UHOOPMALIHH.

5.10. I'mokocTh cucTeMbl 3amuThI I/ H

HprIHE[TBIe MEPEBI X YCTAHOBJICHHBIE CPEACTBA 3AIIMTHI, ocobeHHO B HAYaJTBHBIA
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IICPUON HMX OKCIUTyaTalldd, MOTYT O00ecleYWBaTh Kak Ype3MEpPHBIH, Tak u
HEJIOCTATOYHBIH YpPOBEHBb 3amMTEL. [ obecredeHns BO3MOKHOCTH BapbUPOBAHUS
YPOBHEM  3aIMIIEHHOCTH, CPEACTBA 3aIUMTHl JODKHEI 0GNaaTh OIIpeNeIeHHO]
rUOKOCTBI0. OCOBEHHO BaKHBIM 3TO CBOMCTBO SBISETCS B TeX Clly4yasx, Korma
YCTaHOBKy CpPEICTB 3alllUThl HEOOXOAUMO OCYIIECTBIATE Ha paboraronryto cucremy,
HE Hapyllas mpoLecca ee HOPManbHOTO (hyHKIMOHAPOBAHHS.

5.11. OTkprITOCTL AJTOPUTMOB H MEXaHH3MOB 3aIIHThI

CyTh NpHHIHIA OTKPBITOCTH AJITOPUTMOB M MEXAaHHU3MOB 3allIUTHl COCTOHT B
TOM, HYTO 3aluTa HE [O/DKHAa 00ecleYMBaThCS TONBKO 33 CUeT CEeKpPETHOCTH
CTPYKTYPHOH OpraHW3alMH W aIrOpPHTMOB (QYHKIMOHHpOBAHMS e€e MmOICHCTEM.
3HaHWe aIrOPHTMOB PaboTEl CHCTEMEI 3aIUTHI HE JOJDKHO J1aBaTh BO3MOXKHOCTH ee
npeoponenus (maxe aeropam). OpHako, 3TO He O3HaYaeT, 4YTO HHPOPMAaLUS O
KOHKPETHOM CHCTEMe 3alllUThI JJOMKHA OBITH ob1enocTynya.

3.12. ITpocToTa NPHMEHEHHS CPeICTB 3ANIHTHI

MexaHu3MBI 3alUUTEl JOMKHEI GBITH HHTYHTHBHO IIOHSTHBI W TIPOCTHl B
HCIIONIb30BaHUK. [IpuMeHeHHe CpPEeICTB 3allUTHl He NOMKHO OBITE CBS3aHO CO
SHaHHEM  CIICLMANBHBIX S3BIKOB WIM C BBIOJHEHWEM JICHCTBHIA, TpeOyrormx
SHAAMTCNPHEIX  JIOTIONHUTENBHEIX  TP03aTpaT  IPH  OBBYHOM  pabore
3apErvCTPHPOBAHHBIX YCTAHOBICHHBIM TOPAAKOM IIOJB30BaTeNed, a Talke He
JIOJDKHO TPebOBaTh OT TONB30BATENs BBINONHEHAS DyTHHHBIX MATOIOHSTHELX emMy
onepanyii (BBO HECKONBKHUX Taposieil H HMeH 1 TH,).

JloIKHA  [IOCTHTaThCs aBTOMATH3alWs MAaKCHMANBHOTO —d9HCia neicTBui
IONB30BaTeNel U anMuaucTpatopos MCIT/IH.

5.13. Hayynast 060CHOBAHHOCTB H TEXHHYECKAs peajiu3yeMocTh

HHpopMaHOHHbIE TEXHONOTHH, TEXHUYECKHE H IPpOrpaMMHEIE  CPECTBa,
CPCACTBA M MEpbI 3alUMTEl MHQOPMAlMU MOIDKHBI OBITH peaqH3OBaHE Ha
COBPEMEHHOM YPOBHE Da3sBHUTUS HAyKH M TEXHHKH, HAYYHO OOOCHOBAHLI C TOUKH
SpeHHA NOCTHXKCHHS 3aIaHHOTO YPOBHS 6€30I1aCHOCTH HHGMOPMAIMH H IOMKHEI
COOTBETCTBOBATE yCTAHOB/IEHHEIM HOPMaM U TpeboBaHmsM 110 GezomacHocTH [1]1H.

C3I1a momxHa GBITH OPHEHTHpPOBAHA HA peIllenus, BO3MOXHBIE PUCKH IS
KOTOPBIX W MEpBI [IPOTHBOACHCTBHA OTMM pHCKAM IIPOLUIH BCECTOPOHHIO
TEOPETUYECKYIO M IPAaKTHYECKYIO [IPOBEPKY.

5.14. Cnennanusanus u npogeccHoHATUIM

lpennonaraer npuBnedeHHe K paspaboTKe CpeNcTB u peanusaluu  Mep
3AIMUTEl  MHOOPMAIMH  CHELHATH3HPOBAHHEIX OpraHM3aIluii, HauOoee
IIOATOTOBICHHBIX K KOHKPETHOMY BHAY JIEATENBHOCTH 10 OOeCIeYeHMIO
6ezonacHocTH ITJ[H, MMEIOMIMX OIBIT NPaKTHYECKOH paboTel M TOCYZapCTBEHHYIO
JULOEH3MIO HAa TpaBO OKasaHHs ycIyr B 3ToM o6macTH. Peanmzamus
dAMUHHCTPATHBHBIX MEP W SKCILUTyaTalls CPe/ICTB 3aIIUThl JOIDKHA OCYIECTBIITECS
IPO(ECCHOHANBHO MOITOTOBIEHHBIMH CIIELHATHACTAME Yupexnenus.
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5.15. Obs3aTeIbHOCTE KOHTPOJIS

IlpennonaraeT 06s13aTeIBHOCTE  CBOEBPEMEHHOCTD BEIABIICHHS npecedeHus
TIOTIBITOK HapyIIEeHHs YCTAHOBIEHHBIX IpaBuil obecredenus Gesomacnoctd I1J[H Ha
OCHOBE HCIIONB3YEMBIX CHCTEM M CpPEACTB 3alUTEl MH(POPMAlHWM  IpH
COBEPILICHCTBOBAaHWH KPUTEPUEB U METOIOB OLEHKH 3(D(HEKTHBHOCTH 3TUX CHCTEM U
CPECTB.

KoHTponk 3a HeATeNbHOCTBEIO JIHOGOTO IIONH30BAaTENsl, KAXKIOrO CpencTBa
3AlIMTEl M B OTHOIIEHHH JHOOOr0 OOBEKTA 3AIUTHI JIOJDKEH OCYIIECTBISTHCS Ha
OCHOBE INPUMEHEHHS CPENCTB ONEPaTHBHOIO KOHTPONSA W PETHCTPALMH H IOIKEH
OXBAaTbIBATE KaK HECAHKIMOHHUPOBAHHBIE, TaK W CaHKIMOHHPOBAHHEIE JeHCTBHUA
MOJI30BATEIIEHA.

6. Mepsl, MeToaBI M cpeicTBa obecniedenust TpeGyeMoro ypoBHst
3alHIIEHHOCTH

OGecneuenue TpebyeMOro ypOBHS 3allMIIEHHOCTH TOMKHOCTH JOCTHTATECS C
UCTIONB30BaHUEM Mep, METOAOB M CpecTB Ge3onacHOCTH. Bee Meprl obecnededns
6e3onacnoctu MCI1/IH noppasnenstorcs Ha:

3aKOHOZATeNbHBIE (ITPABOBEIE);

MOPaIbHO-3THYECKIUE;

OpraHU3al[MOHHBIE (3 IMUHUCTPATHBHEIE);

busmyeckue;

TEXHWYECKHE (aIlIapaTHbIe U MPOTPaMMHBIE).

ITepeuens BeIOpaHHBIX Mep obecliedeHus 6e30MacHOCTH oTpaxaeTcs B Ilnane
MEpOTIPHUATHH 110 00€CIeYeHHIO 3aLIUThl [IEPCOHATBHBIX JaHHBIX

6.1. 3akoHonaTebHbIE (IPABOBLIE) MePhI 3AIHTHI

K mpaBoBeIM MepaM 3alIUTBl OTHOCATCS HEHCTBYIOIIME B CTpaHE 3aKOHEL
yKa3bl U HOPMaTHBHEIE aKThl, pelIaMeHTHpylollue mpaBuia obpamenus ¢ I1]0H,
3aKpEIUIAIONIME IIPaBa U 003aHHOCTH YYaCTHUKOB MH(MOPMAIMOHHEIX OTHOLIEHHH B
npouecce ee 00paGOTKM M HUCIONB30BaHHWSA, a TakkKe YCTaHABIMBAIOIINE
OTBETCTBEHHOCTh 3@ HapylIEHHs 3THUX MpaBWI, TMPENATCTBYS TEM CaMEIM
HeTIPaBOMEPHOMY HCI0/Ib30BaHuI0 [1/IH 1 ABnsAIONIMEcs CIEPKUBAIONTAM (HaKTOPOM
JUIst TIOTEHIIHAIBHBIX HApYIIUTEIIEH.

IlpaBoBble ~ MepEl ~ 3alIUTBI HOCAT B  OCHOBHOM  YIIPEXKIAOIIAH,
NpoQUIAKTHYECKUH XapakTep M TpeOyIOT MOCTOSHHOW PazbiCHUTEILHOM paboTsl ¢
MIOJIE30BATENAMHU U 00CITY>KHBaIOIIUM IIE€PCOHATIOM CHCTEMEL.

6.2. MopajibHO-3THYECKHE MepPbl 3aLIHThI

K MOpalnpHO-3THYECKMM MepaM OTHOCSATCS HOPMBI TIOBEIEHHs, KOTOpBIE
TPAJMIMOHHO CIIOKIIHCE MM CKIAABIBAOTCS TI0 Mepe pachpocTpaHenus OBM B
CTpaHe MIX 00IIecTBe. DTH HOPMBI OOJBIIEH YaCThIO0 HE SBISIOTCS 00S3aTelbHBIMH,
KaK 3aKOHOZJATeJbHO yTBEP)KIeHHbIe HOPMAaTHBHBIE aKTHI, OJHAKO, HX HECOOIoNeHHe
Be/leT OOBIUHO K MaleHHI0 aBTOPHUTETA, NPECTHXKA YeNOBEeKa, TPYINbI JIHAI HIH
opraHusai. MopajlbHO-3THYECKHe HOpPMBI OBIBAIOT KaK HEMWcaHBle (HampHMeED,
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OOIIeNpH3HAHHBIE HOPMBI YECTHOCTH, IATPHOTH3MA 1 T.IL.), TaK W THCAHBIE, TO ECTH
0(OpMIIEHHBIE B HEKOTODEIH CBOJ (YCTaB) IIPABUII WK TIPEITHCAHHIA.

MopansHo-3THUeCKE MepBl 3aliUThl  SBIISIOTCS NpoQUITaKTHYECKUMH |
TPeOYIOT MOCTOSHHON pabOTHI MO CO3NAHHIO 3I0OPOBOI0 MOPAJILHOTO KJIMMATa B
KOJIEKTHBAX ~IOAPA3NCNCHUA. MopanbHO-3THYECKHEe Mephl 3allldThl CHEIKAIOT
BCPOATHOCTh BO3HMKHOBEHHS HETATMBHBIX IEWCTBHIl CBA3aHHBIX C YEJIOBEYECKHM
(baxropom.

6.3. OpranuzanuonnbIe (aAMHHHCTPaTHBHBIE) MepbI 32 MATHI

Opranuzanuonnsle (aIMUHHCTPAaTHBHBIE) MepPBl 3allUTHl - 5TO Mepbl
OpPTaHU3aIHOHHOTO XapaKTepa, PErIaMeHTHPYIOIHE IIPOIeCCHI (GYHKIHOHHPOBAHUSA
HUCIIIn, wucnons3zoBanme pecypcos MCIIIIH, neqaTelbHOCTH 00CITYKHBAIOLIETO
HICpcOHaIa, a TaKXe IOPAJ0K B3aUMOMIEHCTBHS TOIL30BATENCH C HUCIIIH Taxkum
00pasoM, 4To0bl B HanboNbLIEH CTEneHH 3aTPYAHUTE WIIH UCKITIOYHUTE BO3MOKHOCTD
peanusanii yrpos Oe30MacHOCTH MM CHH3WTH pasMep IOTeps B cllydae WX
peanu3anuy.

I1aBHas wUenp aIMEHHCTPATHBHEIX Mep, NPEeIIPHHUMAEMBIX HA BBICLIEM
YUPABICHICCKOM — ypoBHe —  chopmupoBars Ilonutuky  HHGOPMALHOHHOI
6ezonacHocTu IT/IH (OTpaXaIoIIyIO TIOLXOME! K 3aITHTe uHGOpMaLUK) U 06eCIeINTE
©€ BRIIIOTHCHUE, BBIIENSS HEOOXOAUMbIE PECYPCEL B KOHTPOIHUPYS COCTOSHHUE Tell.

Peamuszanus Tlonuruky uHAGOPMAHOHHONK 6e30MaCHOCTH II/Tu 8 UCIIIn
COCTOAT U3 MEp aAMHHUCTPATUBHOTO YPOBHS M OPTaHM3aLHOHHBIX (IPOILEyPHBIX)
MEp 3aIUTEl HHOOPMALIHH.

K agMumucrpatHBHOMY YpOBHIO —OTHOCSTCS PEIIeHHss PYKOBOJCTBA,
satparuparomue pesrenbHocts MCIIIH B memom. DtH pewenus 3akpemnsiorcs B
IMonuTtrke wuHpOpPMAIMOHHOHK 6e30omacHOCTH. IlpumepoM Takux pelleHmit MoryT
OBITB:

NPUHATHE pemleHHs O (OPMUPOBAHMM WM [NEPECMOTPe KOMILIEKCHOM
IporpamMMel obecredenus: 6esomacroctu I11[H, ompeneneHHe OTBETCTBEHHBIX 38 ee
peanu3anuio;

(opMyIHpOBaHHE Lenei, IMOCTaHOBKAa 3amad, OIIpefieJICHUE HarpaBlIeHHH
AEATENIBHOCTH B 00/1acTh 6e3onacuocty I1]1H;

TIpHHATHE PEIIEHHH IO BOIPOCAaM pealH3aliii IPOrpaMMBl Ge30MacHOCTH,
KOTOPBIE PACCMATPUBAIOTCS HA YPOBHE YUPEXKIEHUS B IIEJIOM:;

obecrieyenre HOPMATHBHON (IIPaBOBO#T) 6a3El BOIPOCOB 6e30MacHOCTH H .11,

IlonuTrka BepXHEro YpOBHS NOMKHA HETKO OYEPTHTH cepy BIHIHHS H
OTrpaHMYCHHUA IPH ONpe/eNeHnH 1ened GesomacHoctu I1JIH, ompenenwuTh KakxuMu
pecypcamu (MaTepualbHble, IEPCOHAN) OHM GyIyT HOCTHIHYTH M HAHTH Pa3yMHBIH
KOMIIDOMHCC MEKIy TIPUEMIICMBIM YPOBHEM 6e301acHOCTH M (YHKI[HOHATBHOCTEHIO
NCITOH.

Ha opramusaimonHOM ypoBHE oOmpememsroTcs IpoLEeAypel H IIpaBHIIA
AOCTIDKEHHA IeNel U pelnenus 3aaq [ToNMHTHKH MHPOPMAIMOHHOM Ge30MacHOCTH
IT/TH. DTH TpaBHiia ONpeNensioT:

KaKoBa 00J1aCTh MPUMEHEHHs [IOIUTHKY 6e3onacHocTh IT/Tx;
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KaKOBBI PONH U 00S3aHHOCTH JTOJDKHOCTHBIX JIMII, OTBEHAOIUE 32 [IPOBECHKE
nonuTHKY 0e3zonacHocTH [1]IH, a Tak ke UX yCTaHOBUTH OTBETCTBEHHOCTD;

KTO uMeeT npasa nocryna K [1/1x;

KaKHMH MepaMH | cpeficTBaMu obecnieunBaeTcs 3ammra [1/1H;

KaKkMMH MepaMH M CpeIcTBaMH oOecredrBaeTCs KOHTPOJIb 32 COONMIONeHHEM
BBEJIEHHOTO pekuMa 6e301acHOCTH.

Opranu3zallOHHbIE MEPHI TOIKHBL:

IpeIyCcMaTpiBaTh periaMeHT WH()OPMAIIMOHHBIX OTHOLIEHHH, HCKIIFOYAIOIIHX
BO3MOKHOCTH HECAHKITHOHMPOBAHHBIX JCUCTBHH B OTHOIIEHUH 0OBEKTOB 3aIUTH;

OTIPENIeNIITh KOAJIUIIMOHHBIE UM HMepapXM4yeckue MPHHLUUIBI H METOIBI
pazrpanuyeHus noctyna K I11H;

ONpelensTh IOPSJOK paboTEl ¢ IIpOrpaMMHO-MAaTeMaTHYeCKHMH H
TEXHUYCCKUMH (aImmapaTHbIe) CpPeACTBaMH 3alllMThl M KPUITO3ALIMMUTHEL M IPYTHX
3aIUTHBIX MEXaHHU3MOB;

opranmuzoBaTh Mephl mnpotuBopedicTBusi HCJ] mone3zoBarenmsMM Ha 3Tamnax
ayTeHTH(GHUKAMY, ABTOPHU3AIMH, WIeHTU(UKANUYN, O00eCIIeunBarOIUX TIapaHTUH
peanu3aliy IpaB ¥ OTBETCTBEHHOCTH CYOBEKTOB HH(OPMALMOHHBIX OTHOIIECHUH,

B opranu3aiiuoHHbIe MephI JOJDKHEI COCTOSATH H3:

pernamenTa goctyna B noMeienus VICIIIH;

TOPSANIOK  JIONIyCKAa COTPYIHWKOB K uHcmoib3oBaHuio pecypcoB HMCIIIH
YupexneHus;

pErIaMeHTa MPOILECCOB BeeHus 0a3 JaHHBIX U OCYIIECTBICHMS MOAH(DHKAIIMHA
WH(GOPMaLIMOHHEBIX PECYPCOB;

perfiaMeHTa MpOIEeCCOB OOCITy)KHUBaHUS H OCYUIECTBIEHHS MOAU(DHKAIVHA
aIrmapaTHbIX U mporpaMMHbIX pecypcoB UCITIH;

uHCTpyKuui  mons3osareneit  MCITJIm  (agmummctparopa  MCIT/H,
agMHUHHCTparopa GezomacHocty, oneparopa MCII/IH);

HHCTPYKIMA [I0JIE30BaTe sl IPH BO3HUKHOBEHHH BHEINTATHBIX CHTYALHMH.

6.4. ®n3nvecKkHe Mephbl 3aHTHI

du3NYecKHe Mephl 3alllUThl OCHOBaHbl Ha IPHMEHEHHMH pa3sHOro pona
MEXaHHIECKUX, SIIEKTPO- WK SIEKTPOHHO-MEXaHUYECKHX YCTPOMCTB H COOPYKEHHUH,
CHelManbHoO MpeINHA3HAYeHHBIX I COo3ZaHHMA OGH3MYECKHX MPENATCTBHH Ha
BO3MOXHBEIX ITyTAX IPOHMKHOBEHHS W JOCTyNa HMOTEHIMAIBHEIX HapyIUUTENeH K
KOMITOHEHTAM CHUCTEMBI M 3allMInaecMoii HHGOPMAaIlHH, a TAKXKe TEXHUIECKHX CPENCTB
BH3YaJIbHOTO HAONOIEHNUS, CBA3Y U OXPAaHHOM CHUTHAJIH3allHH.

dusndeckas 3amuTa 30aHWM, [OMelIeHWM, O00BEKTOB M CPEICTB
uH(OPMaTH3AMH JOIDKHA OCYIIECTBIATECS ITyTEM YCTAHOBIEHHS COOTBETCTBYIOIIMX
IIOCTOB OXPaHBI, C OMOIIBK) TEXHUIECKUX CPEJICTB OXPaHBl WIH JHOOBIME JPYTHMH
criocof6aMu, — MPEJOTBPAILAIOIIMMKA  HMIM  CYLICCTBCHHO  3aTPYyAHAIOIIHMH
MPOHMKHOBEHHWE B  3[aHMe, IIOMELICHHMS IIOCTOPOHHHX  JIML,  XHIICHHE
MHPOPMAIMOHHEIX HOCHTENCH, CaMHX CpPeCTB MHGOPMATH3alUH, UCKIIHOYAIONMMH
HAXO)KJICHWE BHYTPH KOHTDPOJIHpPYeMOH (OXpaHseMOM) 30HBI TEXHWYECKHUX CPEICTB
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pPa3BEIKH.

6.5. AnnapaTHo-nporpaMMHbBIe CpencTBa 3aMHTHI I /In

Texnuyeckre (ammapaTHO-TpoOrpaMMHbIE) MEphl 3aIlUThl OCHOBaHBl Ha
HCIIO/IP30BAHUA DPas3sIMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CIEI[HANbHBIX IIpOrpamm,
BXomsimmx B coctaB MICII/IH 1 BRIMONHAIOMHUX (CAMOCTOSTENBHO MITH B KOMILICKCE C
APYTUMHU CPENCTBaMK) (QYHKIMM 3alIUTHl (MASHTHOUKALMIO W ay TEHTU(DUKAIHIO
TOJIB30BATENCH, pasTpaHUYeHHe NOCTYyNa K pecypeam, PETHCTpauuio COOBITHIA,
KpHITorpaudeckoe 3aKphiTHe HHMOPMAIAH 1 TN, ):

C ydetom Beex TpeGoBaHMH M MPHHIMIIOB 0GeCTIeYeH s Ge300aCHOCTH I B
WCTI/Ts 1o BceM HanpaBleHWsIM 3aIATEL B COCTAB CHCTEMBI 3alUTEI IOJKHBI OBITH
BKITIOYEHBI CIISYIOIIHE CPeJICTBRA:

cpencTsa HUICHTH()UKAIAH (omo3naBamwus) 51 ayTeHTH(QUKAITTH
(OATBEPX IEHHS! IOJUTMHHOCTH) TIONB30BaTe e HCIIdx;

CPCACTBa PpA3TPaHUYCHHS IHOCTYNla 3aperHCTPHUPOBAHHBIX IOIB30BATeNeH
cucteMsl K pecypcam MCII/In Vupexnenns;

CpencTBa O0eCHEeYeHUs] W KOHTPONS LENOCTHOCTH IIPOIPaMMHBIX  H
HH(OPMAIMOHHEIX PECYPCOB;

CPECTBa OLIEPATHBHOTO KOHTPOJISI ¥ PETMCTPAIUK COOBITHI 6€30ImacHOCTH;

KpUnTOrpaduyeckue cpencTsa 3amuTsr [1]1H.

YCIIeIIHOe TIPUMEHEHHE TEeXHWYECKHX CpEJCTB 3allHThl HA OCHOBAHHM
NPUHIUIIOB (pa3fienl 5) MNpeanonaraer, 4To BhUIOJHEHHE IIEPEUYNCTICHHBIX HIKE
TpeGoBanmii obecreueHo OpraHM3aIHOHHBIMH (aIMHHHCTDATHBHEIME) MepaMH |
HCTIONb3YEMBIMH (DPHU3HYECKHMH CPENCTBAMH 3aIHTEL:

obecrieyeHa Gpu3HYECcKas IIETOCTHOCTD BCEX KOMIOHEHT HCT I Tm;

KaXJBIH COTPyAHUK (monb3oBarens WCIIH) wmiu rpyIna M[oab30BaTenei
HUMECT YHHKAIIPHOE CUCTEMHOE MM U MHHHUMAJIEHO HEOOXOIUMBIE IS BEIIIOTHEHHS
MM CBOMX (yHKI[HOHAIBHEIX 0OS3aHHOCTEH MOJHOMOYHS 110 JIOCTYIly K pecypcam
CHCTEMEI,

B UCIIla Yupexnenus paspaboTka ¥ oTiamka IIPOrpaMM OCYIIECTBIAETCH 3a
npenenamu UCIT/Ix;

BCE HM3MEHEHHMS KOH(UIYPAUMH TEXHHYECKHX H TIPOrPAMMHBIX CpencTB
UCII/IH mpoM3BOASTCS CTPOrO yCTAHOBIEHHBIM NOPSJIKOM (PETUCTPUPYIOTCH H
KOHTPOJIUPYIOTCST) TOJBKO Ha OCHOBAHHH PACIOPSIKEHHI PYKOBOLCTBA Vupexaenus;

ceTeBoe 00opynoBaHue (KOHIEHTPATOPEI, KOMMYTATOPEL MapuIpyTU3aToOphl U
TIL.) PacrojaraeTcs B MecCTax, HEeJOCTYIIHBIX I IOCTOPOHHUX (CIIEIIHATBHBIX
IIOMEIIeHUsX, Kadax, ! T.I1.).

CICMUANUCTAMY  YUPEKICHAA OCYIECTBIAETCS HENPEPHIBHOE YIPABICHHE W
aIMUHUCTPaTUBHAA [IOAAEPKKA QPyHKIIMOHUPOBAHHUS CPEICTB 3alHTEL

7. KouTpo.ib 3)(peKTHBHOCTH CHCTEMbI 3ANIATHI HUCIIIn Yupexaenns

Konrpone  sddextuBroctr  C3I1[JH  fomkeH  ocymecTBiseTcs  Ha
nepuonuyeckoi  ocuose.  Ilemplo  KOHTpons — 3(hEKTHBHOCTH  sBIsSeTCs
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CBOCBPEMEHHOE BBIABIEHWE HEHaNEXaMX pexxuMoB pabotsl C3I1/IH (oTkmroueHue
CPEJICTB 3allWTEl, HapyIIeHUEe PEXXUMOB 3allKThl, HECAHKIMOHUPOBAaHHOE H3MEHEHHE
peXHMa 3aIIUThl | T.01.), & TaK [POrHO3MPOBAaHHE W TIPEBEHTHBHOE PeardpoBaHUe Ha
HOBBIE yTpo3sl O6e3omacHocTH I1/1H.

KonTponms MoXeT NpOBOAMTECS Kak aJMHHHUCTPATOpaMH Oe301acHOCTH
HCIIIH (onepaTUBHBIH KOHTPOIB B Ipoliecce HHGOPMAIIMOHHOTO B3aUMOIEHCTBHS B
WCIT[JH), Tak ¥ NpUBIEKaeMBIMH JUIS TOM LIENH KOMIETEHTHBIMH OpPTraHU3alHsIMH,
MMEIOLLNUMH JIMIIEH3UIO Ha 3TOT BHJ JAesATenbHOCTH, a Takke @CTOK Poccuu u ©Ch
Poccuu B mpenienax ux KOMIIETECHIIHH.

KoHTponk MOXeT OCYyIIEeCTBISATBCS aJMUHHUCTPATOPOM OE30TIaCHOCTH Kak C
IIOMOIIBI0 INTATHBEIX CPENCTB CHCTEMBI 3amuTel [I[{H, Tak ¥ ¢ MOMOILIBIO
CIEeHANIBHBIX IPOTPAMMHBIX CPEZCTB KOHTPOJIS.

Onenka »ddexktuBHOCTH Mep 3amuThl [I/[H TPOBOOUTCS C HCIOJIB30BAHHEM
TEXHUYECKUX M INPOrpaMMHBIX CPEICTB KOHTPOJS Ha TPEIMET COOTBETCTBHSA
YCTaHOBJIEHHBIM TPeOOBaHISIM.

8. Cepnl oTBeTcTBeHHOCTH 32 Ge3onacHocTs [11H

OTBeTCTBEHHBIM 3a pa3paboTKy Mep W KOHTpPONb Haj obecredeHreM
0€30IIaCHOCTH IIE€PCOHANBHBIX [JaHHBIX SIBISETCS PYKOBOOUTENL YUPEKICHUS.
PykoBopuTeNns MOXET [JeNerHpoBark 4YacTh IIOTHOMOYHH 110 0OecredeHHro
©e30I1aCHOCTH IIePCOHAIBHBIX TAaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOIWTEIsS BKIIFOYAET CIEAYIONIHE HaNpaBIeHUS
obecreuenus 6e3onacHoctu [1/1H:

ITnanupoBanue U peanusanus Mep 1o obecnedenuro 6e3onacHoctu I1/1H;

Anamu3 yrpo3s 6ezomacroctr [1/1H;

Pazpabotky, BHEIpeHNe, KOHTPOIb UCIIOMHEHHS H NMOJAEpKaHNie B aKTyaJlbHOM
COCTOSIHUH IIOJIUTUK, PYKOBOJCTB, KOHIIEIIUH, IIPOLELYP, PEIIaMEHTOB, UHCTPYKIWH
U JIPYTHX OpraHu3allMOHHBIX JOKYMEHTOB 110 o0ecnedeHHI0 6e30acHOCTH;

Koutpons 3amumennocty WMT wmuppacTpykrypsl Kommanum ot yrpos Ub
IIyTEM;

O6yuenue u uHpopmuporanue nosis3osareneir MCI1/{H, o mopsake paboTsl ¢
IT/18 1 cpeacTBaMy 3alllUTHI;

[TpenoTBpanieHue, BhISIBICHHE, PearHpoBaHUe M pacclefloBaHUE HapyLICHH
GezomacHocTH I11H.

IIpy B3aMMOmEWUCTBMHM CO CTOPOHHHMMM OpraHW3alysMH B ClIydJasx, Korma
COTPYOHHKAM 3THX OpTaHH3aIlMii NpPeJOCTaBIAeTCS HOCTYI K OOBEeKTaM 3alllWThI
(pasmen 3), ¢ DTHMH OpraHU3aIMIMH JODKHO OBITH 3akimodeHo «CormaiieHue o
KOH(HIEHITMATLHOCTHY, u00 «Cornamenne o coOmoneHUN pexxuma 0e300acHOCTH
[1{az npu BeimonHenuu pabotr B VICIIIH». IToAroToBKa THIIOBBIX BapHaHTOB 3THX
COTNaNIeHu# OCyIIecTRIsIeTCsl COBMECTHO ¢ FOpHANYECKAM OTAEIIOM.

9. Moae/ib HapyunTeas 6e30macHoCTH
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ITon HapyuMTeaeM B YUPEKICHHH TIOHUMAETCs JIMI0, KOTOPOE B pe3yabTaTe
YMBIIUIEHHBIX WK HEYMBINDICHHBIX JIEHCTBHM MOXET HaHecTH ymepd oObekram
3amuTH (pasmen 3).

Hapymmirenu moppaznenstorest mo npusHaky npuHamiexsoctd k UCITIa. Bee
HApPYIIUTETH AEJIATCS Ha JIBe TPYIIIHL:

® BHEIIHHE HAPYIIUTENM — (U3WYECKHe JMNa, He MMeIoIHe IIpaBa
npeOBIBAaHUS HAa TEPPUTOPUM KOHTPOMHpPYEMOH 30HBI, B IIpefenax
KoTopo# pasmermaercs obopynosanue MCII/H;

® BHYTPEHHHE HapymHTeNd — (U3WIeCKWe JIUIa, HMEIOUIHe IIPaBo
npeObIBaHUsA Ha TEPPUTOPHUH KOHTPOIHPYEeMOH 30HBI, B Npeesnax
KoTopoii pasmentaercs obopynosanue UCIIJIH.

Knaccubukanus HapymiTesael mpeacrasieHa B Mojenu yrpo3 0e301acHOCTH
IIEPCOHATBHEIX HaHHBIX Kaxmoi MCII/IH.

10. Mogeas yrpo3 6e30acHOCTH
Hns UCIOs VYupexneHWs BBIAEISIOTCSA CIEAyIOIIHE OCHOBHBIE KaTeTrOpHH
yrpo3 6e30macHOCTH HepCOHANBHBIX JaHHBIX:
YTpo3bI OT YTEYKH O TEXHHYECKUM KaHajlaM.
VYTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYTA K HH(OPMALIUH:

e Vrposel yHHYTOXKEHHs, XUlleHus anmapatHeix cpencts MCIIIH
HocHTelell MHQOpPMAIlHH IIyTeM (HU3MYECKOro AOCTyIA K 3JIeMEHTaM
UCTIOs.

e VYrpo3bl  XHWINEHWs, HECAHKIHOHUPOBAHHOH MOAMGMDUKAIMHA  HIH
OmoxupoBaHus WHGOPMAIMK 3a CUET HECAHKIMOHMPOBAHHOTO AOCTYIIA
(HC/I) ¢ mnpwMeHeHWEM IpOrpaMMHO-alllapaTHbIX M IIPOIPaMMHBIX
cpezicTB (B TOM YHCIIE IPOTPaMMHO-MaTeMaTHYeCKHUX BO3ICHCTBHIA).

e VYIpo3sl He TMpeTHaMEPeHHBIX JeHCTBHM INONb30BaTeNell H HapyIIeHWH
6esonacuoct pyaxnuonuposanus VCII/Ig u C3I1/1n B ee cocrase u3-
3a cOoeB B IporpaMMHOM oOOeCIIEUeHHH, a TakXke OT Yrpo3
HeanTporioreHHoro  (cOoeB  ammaparypbl — H3-3a  HEHaJI€XHOCTH
3IIEMEHTOB, COOEB DIIEKTPOTIMTAHUS) U CTUXHHHOrO (yIapoB MOIHHH,
II0KapOB, HABOJHEHUI U T.II.) XapaKTepa.

e VIpo3sl MpeaHaMepeHHBIX AeHCTBHH BHYTPEHHHUX HAPYIIHTEIEH.

® Yrpo3bl HECAaHKITMOHUPOBAHHOIO JOCTYIIA 10 KaHAIaM CBS3H.

OnucaHne yrpo3, BepOSTHOCTh HMX pealM3allid, OINACHOCTh M aKTyaJllbHOCTB
npencTaBieHsl B Mogenn yrpo3 6Ge30MacHOCTH TMePCOHANBHBIX JaHHBIX KakI0H

UCIIE.
11. Mexanu3m peaaun3anui Konnenuuu
Peanmuzanus KoHmeniyuy JoJKHA OCYIIECTBIATECS Ha OCHOBE IIEPCTIEKTHBHBIX

IpOrpaMM M I[LUIAHOB, KOTOPEIE COCTABIIAIOTCS Ha OCHOBAHWH W BO UCIIOTHEHHUE:!
demepanbHBIX 3aKOHOB B obmacTH  obecredeHms — HMH(DOPMALHOHHOH
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0e30MacHOCTH ¥ 3alTUTH HH(GOPMAIUH;

nocra”osinenuit [Ipasurenscra Poccutickoil @eneparumy;

PYKOBOISIIMX, OPTaHWU3alMOHHO-PACTIOPSAIUTENBHEIX U METOAMYECKHX
noxymenToB @CTOK Poccuu;

norpebHocreit MCIIITH B  cpemcTBax  obecredeHuss  6e30MacHOCTH
HHMOpMAIIHH.

12. Oxupaemplii 3¢ ekt ot peannzanun Konuenuun

Peanusamus Konnenmuu 6ezomacuoctu [1/1x B UCI1/IH nmo3BomuT:

oueHUTh cocrosHMe Oe3omacHocTH wuHGOpMammu HMCII/IH, BBIABHTEL
HCTOYHMKHA BHYTPEHHMX M BHEIIHMX Yrpo3 HH(OPMAIMOHHOH Oe30IacHOCTH,
ONIPeNIeNUTh TIPHOPUTETHBIE HAlpaBleHWs IPefOTBPALICHUS, OTPaXKEHHI M
HEeHUTpaIM3aliy 3TUX YIPO3;

paspaborark pacmopsAWTENbHbIE U HOPMAaTUBHO-METOJUYECKHE JIOKYMEHTEI
npumenuteiisHo K MCI1/1H;

IIPOBECTH KiaccupuKamiio U cepruduxanuro MCII1x;

IIPOBECTH OPraHU3AIlMOHHO-PEKUMHBIE M TEXHWYECKHEe MEPONPHUATHA II0
obecnevernnto 6e3omacHoctu [1/{n B UCII/IH;

obecrneynTs He0OXOIMMBIH YPOBEHb 6€30MacHOCTH OOBEKTOB 3aLUTHI.

OcyuiecTBIeHHe 3THX MEPOIPUATHH 00eCe T co3/[aHue eNHOM, IIENOCTHOM
1 CKOODIWHHPOBAHHOW cHcTeMbl WH(popMmanuonHoit OesomacHoctu MCII[IH n
CO3/1aCT YCIIOBHS 7SI e JajbHEeHIIero COBEPIIEHCTBOBAHMS.
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13. CnucoK HCIO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATHBHO-IIPABOBEIMH M METOAMYECKHMH OKyMEHTaMH, Ha
KOTOPBIX OazupyeTcs HacTosAmee [lonoxeHre IBIsIOTCS

Denepanenerid 3akoH ot 27.07.2006 . No 152-®D3 «O nepcoHanbHBIX JaHHBIX)
(manee — @3 «O mepcoHANBHEIX JaHHBIXY), YCTAHABIHBAIOIIHNIA OCHOBHEIE TPHHIIHIIE]
u ycnosus obpaborku I1/IH, mpaBa, 00sS3aHHOCTH W OTBETCTBEHHOCTH YYaCTHHKOB
OTHOIIIEHHH, CBA3aHHEIX ¢ 00paboTkoi I1/1H.

«llonoxenue 06 obecrieyeHUN O€30MACHOCTH NMEPCOHANBHEIX JAHHEIX IIPH X
06paboTke B HHGOPMAI[MOHHBIX CHCTEMaX [EPCOHATBHBIX JAHHBIX», YTBEpK/IEHHOE
ITocranoBnenunem IIpapurensctea P® ot 17.11.2007 r. Ne 781.

«l[lopsanok  mposeseHMs  Kilaccubukauuu  HHOOPMAITHOHHBIX  CHCTEM
MEPCOHANBHBIX JAHHBIX», YIBEPKIeHHBIH coBMecTHBIM [Ipukazom ®CTIK Poccuu
Ne 55, ®CB Poccuu Ne 86 u Mununadopmcssazu PO Ne 20 ot 13.02.2008 r.

«ITonoxxeane 06 ocoOeHHOCTAX 00pabOTKH MEPCOHANBHBIX JAHHBIX,
OCYIIECTBISAEMOM 6e3 HCIIONB30BaHMS CPEICTB aBTOMATH3AIMKY», YTBEPKIECHHOE
Iloctanosnennem [IpaBurensctBa P@ ot 15.09.2008 r. No 687.

«TpeboBaHHusa K MaTepHalbHBEIM HOCHTEIIM OHOMETPHYECKHX IEPCOHAIBHBIX
TAHHBIX M TEXHOJOTMAM XPAaHEHUsA TaKWX AAHHBIX BHE HH()OPMAIMOHHBIX CHCTEM
NIEPCOHATIBHBIX JTAHHBIX», yTBepXkKIeHHble [locranoBnenueMm IlpaButensctea PO ot
06.07.2008 . Ne 512.

HopMmaTtuBHO-MeTOmMUecKkHe  JTOKyMeHTHI  DelepaibHOH  CloyxkOBl 1O
TEXHUYECKOMY ¥ 3KCHEPTHOMY KOHTpoito Poccuiickoit @eneparun (nanee - ®CTIK
Poccun) no obecneuenuro 6e3onacHocTH [1]{H mpu ux o6paborke 8 UCITu:

Pexomennanuu no obecrnedyeHuro 0€30IMaCHOCTH NMEPCOHATBHEIX MaHHBIX MIPU
nx 06paboTke B HMH()OPMAIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JIAHHBIX, YTB. 3aM.
nupextopa @CTIK Poccun 15.02.08 r. (JICIT)

OcHOBHBIE MEpOIIPHUATHSA II0 OpPraHU3AIMH ¥ TEXHHYECKOMY OOeCIeueHHIO
6e3011acHOCTH IEPCOHANBHBIX MaHHBIX, 00pabaTBIBaeMBIX B HHGMOPMAITHOHHBIX
CUCTEeMaXx IepCOHANBHBIX TaHHEIX, YTB. 3aM. aupekropa ®CTOK Poccuu 15.02.08 r.
(ACID)

bazoBas Mozens yrpo3 0e30macHOCTH IIEPCOHANBHBIX JNaHHBIX IPH HX
0o0paboTke B MHGOPMAIMOHHBIX CHCTEMaxX IIEPCOHANBHBIX MaHHBIX, YTB. 3aM.
nmupexropa OCTIK Poccuu 15.02.08 r. (JICI)

MeTonuka omnpeneneHHs aKTyalbHBIX YIpo3 0e30MacHOCTH MepCOHATBHEBIX
JIaHHBIX IIpH UX 00paboTke B MHPOPMALMOHHBIX CUCTEMax II€PCOHAIBHEIX TaHHBIX,
yTB. 3am. aupekropa @CTIK Poccuu 15.02.08 r. (JICII)

3aBelyIoIUi MyHHLIMIIAIEHEIM aBTOHOMHBIM
JIOLIKOJIbHBIM 00pa30BaTeIbHbIM yqpemleHHeM o
nmetckuM cagoM Ne 1 «bemocHexka»
cr.IlepesicnoBckoil MyHHITUTIATEHOTO
obpazoBanusa bproxoserkuii paiton

E.E. Pyban



